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Introduction

This PhD work takes place in the Microcontroller Division of
STMicroelectronics Company in partnership with  EpOC laboratory, University
of Nice Sophia Antipolis, and financed by the ANRT (Association Nationale
Recherche Technologie) This work was done in the team responsible of 10
development and Electromagnetic compatibility.

The robustness of products is a key to be distinguished in the
competitive market of microcontrollers. A first thesis was made in the team
regarding Electro Magnetic Interaction (EMI) by Jean Pierre LECA[1]. The aim
of these researcleswas to create a reusable model to forecast EMI behavior of
microcontroller s. Moreover this model permits also to find the weakness of a
product and is proved to be very useful to improve performances. It is in the
same context of continuous improvement, but this time on EMC susceptibility,
that this new PhD work takes place.

Lot of work was done on Electro Static Discharge ESD) to protect chips
from physical damages [2]. It permits to create ESD protections and decrease
losses during the manufacturing (C hip DischargeM odel, CDM protections) and
handling processes(Human Body Model, HBM protection). But ESD and more
generally fast transient disturbance can occur during allthe PLFURFRQWUROOHU -
life, and cause functional failures.

Studies on behavior of microcontrollers during fast transient are rare,
whereas standard like functional ESD IEC 610004-2 [3] or FTB (Fast Transient
Burst) standard IEC6100064-4 [4] are references in EMC product evaluation.

Physical ESD protections still work when the microcontroller is running and
DEVRUE D SDUW RI WKH VWO HisturBaxal of BuplVar8 U H Y H Q
signals.

Microcontrollers are composed by several sub-circuits which can be

susceptible to disturbances. The environment (package, PCB) is alsoinfluent



parameters on robustness.Indeed it was observed that a sub-circuit i ntegrated
on different microcontrollers can be susceptible in one and not in the other. This
work will focus on the study of the FTB test. Currently , concerning this test, the
influence of such parameters are observed but not understood. Moreover, when
a failure happens no measurementis possible to find the cause.

The aim of this thesis work is to understand the FTB stress propagation
mechanisms and give tools to analyze failures and find ways to improve
robustness. To achieve this, the manuscript is organized in 4 chapters.

The first one presents the context of this study and introduce s the
problematic. After a presentation of what is a microcontroller and its
application field , an overview of the electrical test flow will lead s to the
presentation of the core of this work: the FTBtest. To finish, measurement issues
and the state of the artwhich are the reason of this work will be introduced.

The second chapter is dedicated to the FTB stress propagation
mechanisms.Firstly the influence of the supply network will be studied. Results
of this study will be used asa basis for the stress propagation understanding. It
will lead to the formulation of a hypothesis which will be verified in the FTB
test conditions.

In the chapter 3 power network analysis methods will be developed
thanks to the understanding of the stress propagation. Based on resonance
phenomenon, those tools will be presented and then compared to give a
complete toolbox for chip analysis.

In the chapter 4 the contribution of this thesis wo rk will be used with
the objective of robustness improvement. The stress propagation
understanding and tools will help to identify weakness of microcontrollers and
keys to improve their robustness. To finish, perspectives opened by this work

will be presented.



Chapter 1 Problematic introduction

and state of the art

1 Microcontroller

A microcontroller (MCU) , depicted in Figure 1, is a complex System on
Chip (SoC) which integrates on a single Integrated Circuit (IC) , a processor core
(Control Process Unit, CPU), memories (EEPROM, FLASH, and RAM), analog
IPs and lot of Inputs/Outputs (I0s) [5]. The advantage of a microcontroller is
that it reduces the size and the cost of a user applicaton that uses
microprocessor, memories and 10s separately. MCU are designed for
embedded applications. Although they are designed in less aggressive

technologies than microprocessors and working at lower frequencies.

PERIPHERALS || INPUT/OUTPUT
INTERFACE

Figure 1: Mi crocontroller schematic

The design of such system involves lot of core business The main ones
are Analogic, digital, IO and SOC design. Analog designers work mainly on
peripherals (ADC, DAC, « and supply regulation and monitoring. Digital

designerswork on processor, internal and external communication features. 10



Chapter 1 : Problematic introduction and state of the art

designersdesign the interface between the chip core and external pin including
protection of the chip against external stresses SOC designers are in charge of
assembling all parts.

A microcontroller is a programmable chip and can be used in a wide
application range. It is used for instance in washing machines, cell phones,
medical, automotive, industry, robotic and so forth. To meet the market
demand, several families of microcontroller sare developed. The Figure 2 shows
STMicroelectronics PLFURFR Q ViabhiRed @ridl Liheir particularities. T his
study will focus mainly on STM32FX famil ies which are made for mainstream
and high performance applications. Those families contain 32 bit
microcontrollers based on ARM Cortex cores. They are made with 180nm to
40nm technology nodes. Some products arestill under development and many

are already on the market.

STM3zZ FT

STM3Z F4
STM32 F2

STM32 F3
STM32 F1
STM32 FO

STMBS

STMBAL
STMBAF

Figure 2 67 PLFURFRQWURS®GHU: -V IDPLOLH

To be a multi-application device impl ies to be compatible with all
environment constraints. Humidity , temperature but also electromagnetic
interferences are part of it. By this way, microcontrollers support several
communication standards, a wide temperature range, and harsh
electromagnetic environments. An electrical stress test flow is applied on

products to evaluate their robustness performance.

- 4 -
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2 Microcontroller e lectrical stress test flow

To guarantee their robustness to electrical stress, microcontrollers are
submitted to physical robustness test before functional EMC (ElectroMagnetic
Compatibility ) evaluation like illustrated in Figure 3. The Physical robustness
test flow includes ESD like HBM (Human Body Model) [7], CDM (Chip
Discharge Model) [8] and Latchup [9] tests. Those tests allow to know the limit
beyond which the chip is subject to physical damages. If there is an abnormal
robustness threshold at this step of the test flow, the microcontroller is modified

for improvement by desi gners and has to be manufactured again.

Fail

F ) oK | Y oK [~ PHYSICAL ) OK [ ) oK

DESIGN MANUFACTURING * ROBUSTNESS EMC TESTS *
S ) T ooy @ i

 S—

Fail

Figure 3: Electrical stress test flow

EMC tests are performed while the microcontroller is executing a
normal activity representative program. During tests, the correct behavior of
the microcontroller is checked when it is submitted to different kind of stress.
EMC tests take place after physical robustness evaluations so no physical
damages are expected during this step. EMC tests are also made to verify that
the chip does not disturb its environment. As well as the physical robustness
tests, if an abnormal robustness or emission threshold is detected, the
microcontroller return s to the design step for correction. The EMC topic is

developed in the next part.
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2.1 Physical robustness tests and protections

2.1.1 HBM (Human Body Model)

During its movements, the human body accumulates charges by
triboelectric effect [10]. By this way the body capacitance charges itself
positively or negatively . When a person touches an object, his electrical
potential can be different from the object and will be equilibrated by the
capacitance discharge through the resistance of the body. The potential

difference can reach seveal kV and the current several amps during a very

short time.
2.1.1.1 HBM test description

The HBM test is compliant with the ANSI/ESDA/JEDEC JS -001-2010
standard [7]. This test simulates the discharge of a human body in device pins
to simulate an ESD during a handling. The ESD simulator reproduces the
capacitance and the resistance of a human bodywith a 100pF capacitance which
LV GLVFKDUJHG WKURXJKTbBe schéhiatid diaglam WfOH@ FEBD

simulator is represented in Figure 4 with the current waveform in a shorting

wire.

Ipsmax
Ips
90%Ips

R1>1ML R2 = 1500}

( |
DUT

C1=100pF

Normalized
Current

=

10% Ips 4---

tr tmax 40ns

Figure 4: HBM schematic diagram and current waveform in a shorting wire

The current waveform depends on the load but the generator is
calibrated by applying the discharge in a short circuit and normalized loads.
During the test, a discharge is applied between each pin of the tested device.

Each pin is tested with respect to all others for different voltage level s which

- 6 -
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reach several kV. If a physical damage is observed for a voltage below the
maximum test limit , this voltage is considered as the robustness threshold.If no
damage is observed until the maximum test voltage, th e maximum voltage is
written in the datasheet.
2.1.1.2 ESD clamp protection

When an ESD occus, the capacitance is discharged from the higher
potential to the lower through the chip. To protect circuits, the ESD current must
flow from one pin to the other withoutd amaging intern al components. To avoid
overvoltage and keep local voltage below the maximum supported by
components, ESD clamp protections are implemented. Those protections have
trigger voltage above maximum supply voltage but below circuit robustness
limit. When this device is triggered, a low impedance path is created in parallel

with the protected circuit and limit sthe peak voltage.

VSS

Figure 5: ESD protection princi ple (positive stress)

Diodes are placed on each pad which need to be protected and the ESD
clamp system can be common to several or implemented in each 10, as shown
in Figure 5. Diodes guide the current to the ESD Clamp protection. Notice that

during hand ling the supply is not present.
2.1.2 CDM (Chip Discharge Model)

During manufacturing a chip is exposed to electric al fields and
accumulates charges. Consequently when a pin is in contact with another
electric potential a charge transfer happens Discharge paths are different from
HBM test. Other fails not covered by the previous test can be discovered and by

this way, specific protections are also implemented.

-7 -
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2.1.2.1 CDM test description

The JEDEC standard JESD2Z101E [8] describes the chip discharge
model test which is applied on microcontrollers. This time, the chip is charged
by an electric field positively or negatively and discharged in a ground plan e.
The Figure 6representsthe test bench principle and the stress current waveform

in normalized condition extracted from the standard. The Table 1 synthetizes

test parameters.

Ip o
90% 4----------~

300M L) 0% i_
A I S -

Charging
resistor

1
=
-
Normalized
Current

DUT _O/—“I“

ANVANLSEN
Itd i V’U ~ t

e |
tr |

10% 4------ /

Figure 6: CDM principle and current waveform for positive polarity

Table 1: Test parameters

Test Number

#1 #2 #3 #4
Standard test module Small Small Large Large
Test Voltage (V) 500 (£5%) | 1000 (£5%)| 200 (x5%) | 500 (+5%)
Peak current
0, 0, 0, 0
Magnitude (A) lp | 5.75 (¥15%)| 11.5 (¥15%)| 4.5 (¥15%) | 11.5 (x15%)
Rise time (ps) Tr <400 <400 - -
Full width at half
height (ns) Td 1.0 (x0.5) 1.0 (x0.5) - -
Undershoot (A,max) U- <50% Ip <50% Ip <50% Ip <50% Ip
Overshoot U+ <25% Ip <25% Ip <25% Ip <25% Ip

2.1.2.2 CDM protections

In the CDM case, the chip discharges itself through a pin. Whereas in
the ESD HBM stress, two pins are involved, and the discharge current paths is
managed thanks to the 10 ESD network. During the ESD CDM stress, any
internal wall (substrate p, isolated pwell, nwell) will accumulate loads and will

have to find a discharge path to any contacted pin. As a consequence, the risk
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is located internally in the die, in a place where no ESD network is built. In this
case, he main risk is that the best path for the current passesthrough transistor
grid and breaks oxide or through any weak component. The principle of
protection is to create preferential path for the current from internal

accumulation area to pins.
2.1.3 Latchup

The latchup is a phenomenon due to parasitic NPNP structures in the
silicon. Those structures can be triggered by overor under voltages on pins or
supplies and create a very low impedance path between VDD and GND which
can be hdd. The latchup is responsible of functionality fail s, over consumption
or even physical damages on silicon. The latchup occurs mainly in 10 if their
design does not take into account the phenomenon, but can also occurin other
areasas far as an external stress can reach therA simple structure of an output

buffer is depicted in Figure 7 to explain the phenomenon.

PAD
VDD IN
VSS  VSS I VDD VDD
N PAD |
_J N+
12 T3 T4 B P+
/ | [ Psubstrate
I Nwell
Vs [ Parasitics

Figure 7: Output buffer schematic and silicon st ructure with parasitic bipolar transistors

The cross sectionallows to visualize parasitic bipolar transistors which
take part in the latchup phenomenon. A n example of a problematic structure
built with those transistors is represented in Figure 8.

Regarding the bipolar structure in Figure 8, if the PAD voltage increases
over VDD about a diode threshold the transistor T3 turn son. The current from
T3 flowsin T1 and so T1 turns on and sinks current from transistor T4 which
turns on also. The T4 and T1 structure is a low impedance path from VDD to

VSS which is hold.
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_,4
=2
=
o
b
)
-
=
=

T3 T4

T1
VSS
Figure 8: Parasitic problematic bipolar structure

The same kind of phenomenon happenswhen the PAD goes under VSS
with (T2, T4 and T1). More complex condition s can also cause latchup with
other parasitic structures or dynamic effects.
2.1.3.1 Latchup test description

The latchup test permits to verify if most common latchup cases are
present in the product. It consistsin a current sink and injection on each pin and
a verification of current consumption on the supply after. If there is no
overconsumption on supply, the pin is considered as good. The Table 2 is the

test matrix of the latchup test in cluding overvoltage on supply.

Table 2: Latchup test matrix

PIN Logic state of all 10 Test signal
10 low Current sink 100mA
10 low Current sink -100mA
10 high Current sink 100mA
10 high Current sink -100mA
Supply low Overvolta ge test
Supply high Overvoltage test

2.1.3.2 Latchup protection

The first latchup protection is the layout implementation which takes
into account parasitic structures. Decreasing bipolar transistor gain by taking
collector away from emitter permits to decrease the loop gain of the NPNP
structure. Lower the bulk resistance responsible from potential difference when
current pass through it help to increase the trigger current. Adding guard ring
degrades bipolar transistors gain and divert s current.

- 10 -
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2.2 Electromagnetic compatibility (EMC) introduction

standards and tests

221 EMC

The EMC definition is the following one:
NdZ ]o]1SC }( Al U «<ul%u v }E *Ce3 u 3} (pv 8]}v -
electromagnetic environment without introducing intolerable electromagneti

]*SpE v 8} vC3Z]vP Jv §[718 VvVA]JE}vu v§_

This is a wide definition of EMC, but there are important point s to
notice. The first one is that EMC concerrns device immunity and emission . It
means that a circuit can be a victim or an aggressor. The second point is tle
tolerance notion. Indeed WKH V\VWHP KDV WR IXQFWLRQ "VDWLVILC
LOQWURGXFLQJ 'LQWROHUDEOHpM HThedifiarenBebBrd€e WLF GLVW
a simple dysfunction or a critic dysfunction and a maximum level of emission
has to be defined. This is standards job to determine limits. Of course the
tolerance level depends also on the application. A dysfunction can be acceptable
for a toy whereas it inadmissible for an airplane . Examples are given in Figure
9. Sveral standards exist depending on the domain (industrial, automotive,
PHGLFDO «

MINOR MEDIUM MAJOR

(annoyances, delays): (revenue,property losses): (injuries, death):
AM/FM/TYV interferences Critical communication Radar, car brakes, Aircraft
Cell phone interferences interferences landing system, Pacemaker
Bluetooth/Wi-Fi Automated monetary
interférences transactions

Figure 9: EMC issue gravity

The earliest EMC issues go with first electricity applications in the
middle of 18t century [12] 6LQFH WKLV SHULRG (0& XQGHUVWDQGI

to evolve. Nowadays, EMC tend to be an environmental constraint such as

- 11 -
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temperature or humidity. At the beginning EMC issues w eresolved case by case
at the end of validation process, but research do not stop to improve models to

solve EMC issues earlier in the product life.
2.2.2 EMC management impact on costs

EMC has an impact on reliability of product s but also on business and
costs. Indeed tests and debug of EMC issusis time consuming and extendsthe
time to market. An EMC issue not fixed in the production step impact s the
reputation of the company in term of quality. The Figure 10 comparesthe EMC
cost when considered during the design step and not considered at all. EMC
consideration at the beginning increases the costs during the design step. But it
lower the number of loop between designers and EMC validations and by this
way the pre-production costs. The number of costumer support s decreases also
during the production. The loss of customer s, going to competitors because of

EMC issue, is not represented in the graphic.

DESIGN PRE-PRODUCTION PRODUCTION
EMC EMC NOT
CONSIDERED CONSIDERED
IN DESIGN

IN DESIGN

COST

S~ —

PROJECT SCHEDULE

Figure 10: EMC cost comparison

Finding a way to quickly anticipate EMC issues is a serious stake
technically and financially. Simulation at the design step would permit to
reduce the time to market, customer issue risks and their impact in term of
business. Considering EMC at the design step imply to have behavior models

for emission and susceptibility.



Chapter 1 : Problematic introduction and state of the art

2.2.3 EMC coupling path and disturbances

2.2.3.1 Coupling paths

Disturbance are transmitted from a device to another by several ways.
The Figure 11lillustrate s usual coupling path between devices [13]. Notice that
each device is a victim and an aggressor at the same timeln the Figure 11, a
laptop and a smartphone both connected to supply and their unwanted
interactions are represented.

CONDUCTED
ON SUPPLY

CONDUCTED
ON SIGNALS

Figure 11: Disturbance propagation modes

The laptop generates a noise which is transmitted to the smartphone by
conduction in supply wires. The smartphone activity creates also a perturbation
which affects the computer through supply wires . The same phenomenon
happens through communication cables. Radiated disturbances are wanted in
the smartphone casefor communicati on purpose, but unwanted in the laptop
case and due to the device activity, but in all case it induces noise in the
environment. ESD has a specific propagation mode, it is conducted but come
from external source like a charged human touching the device. It occurs when

there is a contact or very close to contact between the source and the device.
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2.2.3.2 Disturbances
Unwanted signal can be called disturbance or noise. A noise can be
generated by a device or from a natural source. Figure 12 represents a non-
exhaustive list of noise sources[14] :
x Natural noise sources
0 Magnetic storm
0 Thunderstorms
o0 Atmospheric noise
o Cosmic noise
X Industrial noise
0 Wireless communication
0 Motors
o Lights

X Nuclear noise

RADIO AND
LIGHTNING TV BROADCAST

POWER LINES

AC POWER CIRCUIT ELECTRIC MOTOR MOBILE RADIO

Figure 12 EMC usual noise sources

Disturbance can be classified with their frequency spectrum, their
propagation mod e and duration. The noise is considered as low frequency (LF)
below 1MHz and High frequency (HF) above. A transient noise has a relatively
short duration whereas a continuous noise is steady. This classification permits
to have an idea of coupling phenomenon involved in the disturbance

propagation.
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2.2.4 Standards

Compliance with EMC directive s is done by self-certification to
harmonized European or international standards. Manuf acturer or importer
can declaretheir product conform to a given set of standards, applies the CE
mark and markets the product. It is up to the manufacturer to cho ose the
appropriate standard to cover the maximum potential failure, and test it if

necessary. The test process can also be done by an external subcontractor.

2.2.4.1 Standard creation flow
Standards propose a way to simulate immunity issues, measure
emission of electronic systems, and give harmonized limits and levels.

Standards are generated with the organization presented in Figure 13.

@ ETSI| [CENELEC
‘ National
committees
Radio &
telecom ENs | ‘
300
TC77 CISPR || G2 XXX | pnvic te210 o
EUROPEAN:
EN DOCUMENTS

Figure 13: Standards generating bodies

IEC: International Electrotechnical Commission.

CISPR: French acronym for International Special Committee on Radio

Interference.

ACEC: Advisory Committee on EMC.

TC77:1s the Technical committeein charge of Electromagnetic compatibility.
ETSI: European Telecommunication Standard Committee.

CENELEC: French acronym for European Committee for Electrotechnical

Standardization.

EMC TC210: Technical Committee in charge of EMC activities
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TC77 and CISPRare two technical committees from IEC devoted to
EMC work for other ones, EMC is only a part of their scope. The ACEC is
responsible to prevent the development of conflicting standards in the heart of

IEC. European standards are whenever possible based onEC/CISPR results.

2.2.4.2 Immunity standards

This work is based on IEC immunity standards. Standard are classified
with respect to the disturbance type. The IEC standard concerning EMC
immunity tests is the IEC 61000 chapter 4 which is divided into several parts. A
list of those parts with their description is presented in Table 3 extracted from
the IEC website [15].

Table 3: IEC 610004-X standard

General

IEC 61000 - Electromagnetic compatibility (EMC) - Part 4-1: Testing and measurement
techniques - Overview of immunity tests (IEC 61000-4 series)

LF conducted disturbances

Part 4-11:Voltage dips, short interruptions and voltage variations immunity tests

Part 4-13: Harmonics and interharmonics including mains signalling at ac power port, low
frequency immunity tests

Part 4-14:Voltage fluctuation immunity test for equipment with input current not exceeding
16 A per phase

Part 4-16: Test for immunity to conducted, common mode disturbances in the frequency
range 0 Hz to 150 kHz

Part 4-17: Ripple on dc input power port immunity test

Part 4-27:Unbalance, immunity test for equipment with input current not exceeding 16 A per
phase

Part 4-28: Variation of power frequency, immunity test for equipment with input current not
exceeding 16 A per phase

Part 4-29: Voltage dips, short interruptions and voltage variations on dc input power port
immunity test

Part 4-30: Power quality measurement methods

Part 4-34: Voltage dips, short interruptions and voltage variations immunity tests for
equipment with mains current more than 16 A per phase

LF radiated disturbances

Part 4-8: Power frequency magnetic field immunity test

- 16 -
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HF conducted disturbances

Part 4-4: Electrical fast transient/burst immunity test
Part 4-5: Surge immunity test

Part 4-6: Immunity to conducted disturbances, induced by radio -frequency fields

Electrostatic discharges

Part 4-2: Electrostatic discharge immunity test

Those standards are male for finished equipment. Microcontroller are
not finished equipment but are designed to be a part of such device. EMC
immunity and robustness level s are not the same for a microcontroller alone or
embedded in a final application. For example, a chip sus@ptible to ESD stress
can be completely safe in a final application if its pins are not accessible by the
user. Or on the contrary, good electromagnetic emission with the chip alone can
be amplified by the PCB routing of a final application. But in order to give
information to customer and help them to make a choice between available

products on the market, standards are also used and adapted to chips alones.

2.2.5 Susceptibility EMC tests applied on STM32

microcontrollers

The EMC test flow of a microcontroller includes emission and
susceptibility tests. For microcontrollers, two susceptibility tests are performed
in our division: Functional ESD (IEC 610004-2) and Fast Transient Burst (FTB)
(6100G4-4). Only FTB evaluation is studied in this work. However, these two

kinds of tests are presented below.

2.2.6 Functional ESD test

The functional ESD test, specified in the 610004-2 [3], simulates a
discharge when a program is running on the chip. The principl e is almost the
same as HBM test but the chip is supplied and capacitor and resistor values of
the stress generatorare not the same The stress is applied on each pin of the
device under test and its behavior is observed. The device has different k ind of

behaviors. It can function normally when a stress is applied, it can fail and reset,

- 17 -
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or it can fail and stay in indeterminate state. Each behavior has its level of
gravity and can be acceptable or not depending on the application targeted.

A schematic of the test bench is depicted n Figure 14. This
configuration is provided by the standard. Each element has its importance

since it can impact the stress shape and thus the behavior of the tested device.

IEC 61000-4-2 CONFORM
ESD GENERATOR

DISCHARGE RETURN
CABLE (2m)

GROUND CABLE

CIRCUIT TO TEST

ISOLATED TABLE
WITH METALIC
PLAN ON TOP

470
kOhms

470
kOhms

METALIC PLAN

Figure 14: Functional ESD test bench

The test is performed for several voltage levels which go from 200V to

N9 RQ PLFURFRQWUROOHUV 7KH VWUHVV JHQHUDWRU DC

described in Figure 15. The stress shape dpendson load in which the discharge

IRU W

is applied. The standard GHVFULEHV D VSHFLILF ° ORDG

calibration.

100% F-===mmmmmmmmmn

[IT7H B
Discharge -
switch &
Re =100M{L Rd=330L) 5
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connection ZO I@60ns J-------fev

T O i
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60ns t
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r
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Figure 15 (6' JHQHUDWRU SULQFLSOH VFKHPDWLF DQG VWUHVV VKDSH 1
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2.2.6.1 Functional ESD protection

Even if they are not designed specifically for this stress shape, ESD
clamp protection s have still an effect when the device is supplied and contribute
to its protection. By this way devices are most of time not physically
deteriorated. But some latchup effed can still be observed because new
coupling path s appear which are not present in the latchup test since the stress

shape is more aggressive.
2.2.7 The Fast Transient Burst t est

The Fast Transient Burst (FTB)simulates a common mode conducted
disturbance. This kind of perturbation happens when several devices have
supply or signal wires in the same sheath(illustrated in Figure 16). In this case,
if a motor starts, inrush current occurs in its supply cables and creates fast
transient voltage variation s. Due to capacitive coupling, a disturbance appears
on other wires. This noise appears in all cables this is a common mode

perturbation.

CAPACITIVE COUPLING

Figure 16: Several cables in the same sheath

The FTB test was developal to take into account the maximum of
switching transient caseseven repetitive ones at a relatively high frequency
(relay contact bounce).The principle of the test is to apply multiple fast transient
burst in common mode by capacitive coupling. The FTB stress generator must
guarantee specific rise and fall time, and sufficient amplitude. The device under
test is supplied by a DC generator and is running . The robustness threshold of
the device corresponds to the maximum stress voltage without fail.
2.2.7.1 Test bench description

This work, focuses on a specific FTBtest, which is inspired from the IEC

610004-4 standard [4] but applied only on supply of microcontrollers. This

- 19 -
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standard is normally made for finished equipment, but is used here because
there is no other standard which covers those potential fail cases. New standard
[16] has been recently published to potentially cover those fail cases but not

applied yet. The FTBtest benchis presented in Figure 17.

DC FTB GENERATOR =~

SUPPLY _ FTB COAX
CABLE

nE SUPPLY

\ N\

INSULATING \ GROUND PLANE TEST BOARD
PLANE CAPACITIVE COUPLER

Figure 17: FTB test bench global schematic

During the test, the device under test (DUT) welded on a test board is
supplied by a DC Voltage source and the FTB stress isapplied on the power
supply through a capacitive coupler. The stress isprovided by a FTB generator
compliant with the standard. In this work, the Schaffner NSG 2025 will be used
as a generator An error return cable transmit sthe failure information to the FTB
generator.

The Test board corresponds to IEC 619672 standard [17] with only 2
layers, a ground side and a power and signal side, as shown in Figure 18. Each
supply is decoupled with 100nF capacitor as close aspossible to the pin. The

DUT is in its package and welded on the ground layer side of the test board.
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Figure 18 QFP100 Test board

A simplified electrical equivalent circuit is proposed in Figure 19.
Inductors L, protect the DC supply from the stress, Capacitors C.represent the
capacitive coupler, and Cc2 is a capacitor which forces a common mode
variation. Nets VDD* and VSS correspond to the local supply after the

capacitive coupler. At this point there is a common mode variation with respect

to the ground.

FTB
T\ | GENERATOR

CcI |Cc=16pF

b T VDD~

+
V ==CC2 =
bC Lp=1mH 4.7uF

| VSS*

Figure 19 FTB test bench equivalent circuit schematic

For this work the same generic test board will be used with several
package footprints. It is also used for eachEMC test flow ( (6" )7% (0, «
and needsto be compatible with all those test benches. A QFP100 version of the

board is represented in Figure 18.
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2.2.7.2 Test process

A specific test protocol, illustrated i n Figure 20, was determined in
order to minimize hazards [18]. The first step is done at positive low voltage
level (200V), five tests areperformed at each steps, the stress level increaseuntil
the DUT fail s 5 times in a row or the maximum test limit is reached. Once the
positive robustness level reached, the stress voltage levelis decreasel step by
step in order to observe an eventual hysteresis phenomenon. The same process

is done for negative stress voltages.

A
e POSITIVE MAXIMUM TESTLIMIT = __
& |postmve RoBUSTNESS LEVEL
=
=
- L s
g i
1
= !
i — .
(=) S Tests t
- by step
% NEGATIVE ROBUSTNESSLEVEL =
=
W
NEGATIVE MAXIMUM TEST LIMIT

Figure 20: Test process description

The stress shape isdescribed in Figure 21 which is extracted from the
IEC standard. For each test the run duration is 12s.Bursts are applied on supply
through the capacitive coupler with a rep etition period of 300ms. Each 15ms

long burst contains 75 pulses.
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Figure 21: FTB stress shape
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The Figure 22 extracted from the standard IEC 610004-4 illustrate s the
stress generator principle. It must guarantee for a unique pulse 5ns rise time
+30% and 50ns fall time +30%The fall time is fixed by the size of the capacitor
Ccand the resistor Rs. With the given schematicthe management of the rise time
is left to the implementation of the generator mad e by the manufacturer of the

device.

Switch 50N
RC_ / Rm Coaxial
— :|—C| J output
soﬂ‘r’ce() = Cc Rs
Sy

Figure 22: FTB generator equivalent circuit

- Rc = charging resistor

- C¢ = energy storage capacitor

- Rs=impulse duration shaping resistor
- Rm=impedance matching resistor

- Cq=DC blocking capator

2.2.7.3 FTB protection

There is no specific protection against FTB stress inside
microcontrollers . The board implementation integrate s decoupling capacitance
and so on to decrease noise on supply but they are not placed for FTB purpose
and there is no guarantee of their positive effect. The FTB stress mechanisnis
worth to be studied to find effective protections to improve PLFURFRQWUROOHU -
robustness.
2.2.7.4 FTB analysis state of the art

The FTB test is used to evaluate product robustness. However,the
source of bad results at this test is hard to understand. In practice, when a device
fails abnormally on a susceptibility test the root cause needs to be found for
design correction. Usually, i nvestigation s start from the simple information of

fail/pass to measure ment and eventually simulations. Unfortunately duringa n
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Electrical Fast Transient (EFT) pulse as functional ESD or FTB stress, no
measurement is possible due to electromagnetic disturbance (cf. Figure 23).
Indeed, coupling on pro be cable disturbs measurements when performed
during the stress [19]. To provide some answers, the state of the art of the FTB

analysis and investigation will be provided in this paragraph.

MICROPROBE PROBE

EFT
GENERATOR

PCB

Figure 23 EFT disturbs measurement

Nowadays there is no efficient mean to investigate on FTB test fail other
than empiric. Indeed when a fail is detected on a product, the impacted design
is protected blindly expecting that the bug will be corrected. This method
requires loops between design and validation which are time and cost
consuming.

It was seen that no measurement are possible during the FTB stress.
What about simulations? Becausethe stress is in common mode on supply, IBIS
models (IO Buffer Information Specification) and IMIC (IO Model For
integrated Circuits) are not adapted to the simulation of the stress. Few works
deal with the EFT modeling in order to anticipate fails [20] using classicPassive
Distribution Network (PDN) model or more complex ones[21].

The ICIM (Integrated Circuit Immunity Model) method is standardized
in IEC 624334 standard [22] for susceptibility purpose. A principle schematic is
depicted in Figure 24.
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Disturbance
Load

Observable
Output
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ICIM - CI

Figure 24: ICIM -Cl schematic extracted from IEC 62433-4 standard [22]

This model is composed by a Passive Distribution Network (PDN) and
an active part modelled by an Immunity Behavior (IB). The Passive part
represents the disturbance coupling path. The disturbance can be introd uced
through differential input terminals or single ended depending on the
modelling level. The Immunity behavior part model sthe behavior of the device
related to the level of disturbance applied. Based on immunity criteria it
determines condition for whi ch disturbance causes a fail. No electrical
connection is made between the passive distribution network and the immunity
behavior model.

The ICIM seems to be the most adapted to simulate circuit submitted to
FTB stress.% XW WKLV DSSURDF K dritt@ui¥ndmwhg3he thjeRtedP H
stress. Indeed it will be seen later in this document that although the
disturbance is about thousand volts, the resulting stress inside the die is
suspected to be totally different. Without knowing this stress how is it poss ible
to perform simulations?

Knowing stress mechanism is essential to perform efficient simulation

and potentially use existing models. By this way it is possible in the end to
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predict the test result at the design step. But in a first time, this thesis will try to
give keys to understand the FTB stress propagation. It will try to define the

resulting stress inside the die and understand fail mechanisms.

3 Conclusion

Microcontrollers are polyvalent system on chip. To meet constraint of
all potential applications, they need to be electrically tested for physical
robustness and EMC. Among the two EMC test applied on microcontrollers in
ST, this work will focus on th e particular FTB EMC test.

The FTB test is an EFT in common mode on supply. There is not much
publication dealing with this standard concerning ICs. Publication available are
about the bench modelling [23][24]. To complete the state of the art, the next
chapter is dedicated to the stress propagation mechanismunderstanding based
on the IEC 610004-4 standard particularities. Once main mechanism
understood, investigation tools will be provided in the Chapter 3 helping to
understand fail root causes. This methods and mechanism understandings will

be used to improve microcontroller robustness in the last chapter .
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Chapter 2 Stress propagation

mechanism understanding

Microcontroller s are system on chip designed for a very wide
application spectrum. Among electrical tests performed on microcontrollers to
guarantee their robustness, this work will focus on the specific EMC FTB test. It
consists in applying a common mode stress on supplies while the
microcontroll er is execuing a representative program.

Because the FTB stress is applied on suppliesa first hypothesis is that
the quality of the supply network influence sthe FTB test results.A good way
to verify this hypothesis is to test a product with different supply
configurations.

Usually for supply integrity purpose , designers ask for the maximum
supply couple s as possible It decreases the resistance and inductance efect of
supply nets and improve sthe power quality . It is also better for electromagnetic
emission as current in each supply loop is lower when it is distributed around
the chip. To reduce electromagnetic emission,ground wire needs to beas close
as possible to power wire to decrease loops size

For marketing purpose the less supply couples there are, the more
functionalities can be sold to a customer for a same package. So a compromise
needs to be done between power integrity, emission, and available

functionalities to optimize the supply pin number.

1 Supply pin number and placement consequence

on FTB test results
Microcontroller s allow different supply setup for a same chip. A good

way to know if only the chip is responsible of the robustness threshold or if the
external supply network influence the FTB test results is to test the same chip

with several bonding configuration s.
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Tests areperformed on STM32FXX product in TQFP100 packagelsing
different bonding diagrams allow s to change the number of supply around the
same die. It is possible to change the number of VDD or VSS independently as
well as the number of external regulator capacitor (Vcap).

Severalbonding diagram setups, from the minimum suppl y number to
have a functional chip, to the maximum supply pads connected, were tested.
Between the two extremes, illustrated in Figure 25, several variations are named
with the following method: Number of VDD Number of VSS Number of VCAP
(external regulator capacitor). For example, 221 (the minimum supplies

number, cf. Figure 25) means 2 VDD, 2VSS and 1 VCAPconnected.

EEvDD EEvss EEvCcAP

Figure 25: The minimum and the maximum bonded supplies

1.1 Results

1.1.1 The impact of external regulator capacitor number

The measured chip has an internal regulator which needs external
capacitors. There are two available pads to connect external capacitors named
Vcap. To study the impact of Vcap number on the FTB robustness, several
bonding with one or two Vcap were tested. Results are presented in the Table
4.
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Table 4: Vcap influence on FTB test results

Nb VDD Nb VSS Nb Vcap FTBin+ FTBih-
5 5 2 >3.5kV <-3.5kV
5 5 1 >3.5kV <-3.5kV
4 4 2 3.0kV -2.9kV
4 4 1 2.6kV -2.5kV

Chips with bonding diagram 551 and 552 have robustnessthreshold up
to the maximum test voltage. However, the 441 and 442 configurations permit
to conclude that the number of external regulator capacitor affectsthe FTB test

results. For all the next bonding configurations two Vcap will be kept.
1.1.2 The impact of the number o f supply couples

The number of supply couple sis often challenged by marketing teams.
Indeed in a given package the more supply pin there are, the less functional 10s
are available. Decreasing the number of supply permits to sell more
functionalities but affect PLF U R F R Q Wddfét®a@de dnd/ robustness. This
test will permit sto know how the robustness is impacted

The influence of supply couples amount on the robustness results is
measured by testing bonding diagram with the number of VDD equal sto the
number of VSS. Notice that supply couples are smartly placed around the chip
(VDD wire is next to the GND wire and uniformly distributed) and no singular
bonding diagram is tested with respect to usual rules. FTB test results are
graphically represented in Figure 26.

With such results, it seems that the more supply couples there are, the
more robust the microcontroller is. But to validate this hypothesis several

placements for a given number of suppl ies will be tested.
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Number of supply couples
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Figure 26: Graphical representation of number of supply couples influence

1.1.3 The impact of the supply placement

As there are 12 avaiable supply pads on the chip, it is possible for low
count supply couple s, to change their placement. Bonding diagrams with the
same number of supply couples are measured. The 442 configuration is chosen
because its results on the previous test are under the maximum test limit. By
this way, improvement or degradation would be observable. For supply
placements described in Figure 27, singular placement like separated VDD and
VSS (442 version 4 or non-distributed supply around the chip (442 version 3)
are evaluated. Notice that the previous 442 bonding diagram correspondsto the
version 1.

FTB test results are summarized in Table 5. The previous hypothesis
regarding the number of supply requires a deeper analysis. Indeed, the supply
placement has also a significant influence on the FTB robustnes voltage

threshold. It can change results positively or negatively.

Table 5: Supply placement influence test results

Bonding version FTBih+ FTBin-
442 1 3.0kV -2.9kV
442 2 >3.5kV <-3.5kV
442 3 2.2kV -1.3kV
442 4 2.1kV -1.6kV
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442 version 3 442 version 4
Bl vDD EEvss EEvcap

Figure 27: Supply placement influence

1.2 Conclusion about results

The number of external capacitors, the number of supplies and the
placement of those supplies are able to change the robustness threshold in a
wide amplitude. Results provided by this study permit to affirm that the chip
is not the only contributor to the FTB test robustness. The supply network and
the bonding diagram in particular has a sensible effect on the robustness to FTB
stress.

No clear rules can be extracted from this study. But classic design rules,
such as mores supply pair as possible, GND close to VDD, supply distributed
around the chip, are not enough to protect a chip from th e FTB stress.

Beside those results which show that bonding diagram s impact the

susceptibility, there is no reason that the PCB escape to this rule. It is clear that
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the supply network, including PCB, bonding wires and silicon, influence the

stress propagation and its effect on the microcontroller behavior.

How does the stress go through this network from the injection point
and disturbs circuits inside the die? Seeing results presented before, the
hypothesis that fails are caused by the common mode to differential mode
conversion seems to be the most obvious. This hypothesis will be explained in

the next section.

2 Common mode to Differential mode

conversion hypothesis

This section is dedicated to the understanding of the common mode
disturbance and its implication in the circuit disturbance. The mechanism which
transforms the common mode stress into a differential stress will also be

broached.
2.1 Common mode on supply

The particularity of the FTB stress is that it is a common mode
disturbance. If it is applied on a d evice supply, the reference node (GND) and
the power node (VDD) vary at the same time with the same amplitude with
respect to the ground. It means that the device supplied between those two
nodes see the same voltage VDD 2 GND during all the common mode

variation as shown in Figure 28.
A

VDD - GND

Voltage

Figure 28: Common mode variation
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$ SULRUL DQ HOHFWULF GHYLFH FDQ-W EH GLVWXU
disturbance on its supply if nodes impacted are its only references. Thisis the
case of microcontrollers when only one supply is used. But this is not what is
observed during a FTB testas the microcontroller fail s anyway. This observed
behavior leads to the following question.
How a common mode perturbation on supply ca n disturb an electronic
device? A common mode stress can be transformed into a differential mode
stress in certain conditions. This conversion will be explained in the following

section.

2.2 Common mode to differential mode conversion

understanding

A common mode variation on supply cannot disturb an electrical
circuit, only differential mode disturbance can impact its behavior. The
hypothesis which follow s from that, is this one:

The common mode stress is converted into a differential mode between
the injection point and inside the die.

It is of course not possible if the supply network is considered as two
perfect wires for the power and the ground. What if we consider imperfect wires
for power and ground? To understand what happens, a simple model is
proposed representing two supply wires. Th is model given in Figure 29 takes
into account the resistance, the inductance and the capacitanceof wires with

respect to ground.

R, L, A
—
Vi
VIN(t) Rl L3 B
Cz C1
. = .

Figure 29 Simple supply wires model
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The signal Vin represents a common mode disturbance, the capacitive
coupler is not represented, and this is a AC simplified schematic. If R1 = R2, L1
= L2 and C1 = C2, voltages on A and B with respect to the ground are the same.
Vg is constant, an IP supplied between A and B would see the same voltage

If just one of R, L or C parameter is modified, voltagesat A and B points
are not the same anymore, Vag is not constant. By introducing a common mode
stress a differential variation appears. The Figure 30 show a simulation with
only a difference on wires inductance. The first wire has an inductance of 20nH
which correspond approximatively to a 2 cm length and the second 25 nH for a

2.5 cm length wire. The input signal Vv is a simple step.

10
9
8
= .
6
R
Rl
'_o' 3
2 4
=1 C1=C2=20pF L1=20nH |
0 RI=R2=2Q) L2=25nH
: Vas
oK h
g o A LA A AAAAAAAA A
3 T Ay
S 2
S i
-4 '
- 0ps ‘ I I I I I I 101 ps I
" Time "

Figure 30: Common mode into differential mode conversion

It is possible to make the same model with the order of magnitude of
bonding wire in a QFP package. The inductance value is around 2nH for a
QFP100 bonding wire and resistance approximately equal to P©°. The
capacitance of the VDD and VSS nodes with respect to the ground if the
insulating plane of the FTB test bench is10cm thick is around 10fF depending
on the size of the chip (cf. Figure 17, page 20). In a QFP package the wire
bonding length varies by 40% depending on their placement. In Figure 31 the
differential voltage is plotted for L1 = 2nH and L2=2.5nH, which correspond to

0.5mm length difference, and a single stress amplitude of 1kV.
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Figure 31: Common mode to differential mode conversion QFP  order of magnitude

By modifying the bonding diagram, the way by which the common
mode is converted into the differential mode changes. So the stress seen by
internal IP s changes for each kind of bonding too. As it is a mismatch issue we
can suppose that increasng the number of supply bonding wires only
contributes, to average and therefor lower ing the differ ence between paths.

Indeed, if the same kind of model is made with multi supply bonding
wires instead of simple supply couple, it would give the circuit in Figure 32. To
simplify it, only bonding wires are represented, but to be more accurate, the

printed circuit board and the supply network on the silicon might be also
modeled.

Figure 32 Simplified m ulti supply wire bonding model

There are still two paths from the signal generator to a point A and
another to point B. But the number of influent parameters on common mode to

differential mode conversion is much higher than with only two wires . Those
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parameters depend on bonding wires length, wires height with respect to the
ground plane, their geometr y, and their material. It is almost impossible to have
the same path from the signal generator to point A and B because of several
reasons such asnechanic constraints for connections which induce tolerances,
imperfections on materials and so on.

For the FTB test, all paths between the stress injection point and the
supply points of a weak intern circuit have to be taken in account to understand

a failure.
2.3 From concept to reality

A way to convert a common mode stress into a differential mode stress
is identified. But imperfections of supply network such as capacitance or
inductance have an impact which depends on frequency. The sensitive
frequency range depends on the order of magnitude of those parasitic elements
and so on the implementation of the supply network in the test conditions.

The next section is dedicated to the study of influencing parasitic
elements of the supply network . It will lead to conclude if they are significant
enough to provide a differential stress able to disturb circuits inside t he chip in

real conditions, and for which frequency range.

3 Main parameters on common mode to

differential mode conversion

A key factor on FTB test failure understanding is the common mode to
differential mode conversion of the disturbance. The encountered phenomenon
has beendescribed in the previous part. The common mode to differential mode
is caused by the difference between the VSS and VDD path from the stress
injection point to the tested circuit. In a first time, the microcontroller is
considered as the tested circuit. But a microcontroller is by itself a complex

assembly of several circuits, so it is possible toconsider one of those circuits as
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the test target. By this way the intern al parameters of the chip have also their
contribution.
Influencin g parameters will be studied from the bigger in terms of size

to the smaller as illustrated in Figure 33.

( TEST BENCH PARAMETERS
( BOARD PARAMETERS

PACKAGE PARAMETERS J

CHIP PARAMETERS

NN 4

Figure 33: Influencing parameters studying parts

Each part has its specificities and interacts with each other. No precise
value will be given, but only the order of magnitude. Indeed parts of the test
bench are handmade and subject to mechanical tolerance, and this study is

intended to be as general as possible.
3.1 Test bench parameters

In this paragraph, the test bench refers to the stress generator, cables
and the capacitive coupler. The test board, the package and the die will be
studied in next parts. Formulae to calculate most encountered parasitic
elements are dso introduced in this section.

A schematic of the entire test bench is givenin Figure 17 (page 20) and
a simplified electrical equivalent schematic in Figure 19 (page 21). The
capacitive coupler is considered as perfect and L, protection inductors as an
open circuit for the stress. However, there are wires between the capacitive
coupler and the test board which can be modeled with a RLC circuit as

represented in Figure 34.
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Figure 34 Test bench influencing parameters representation

Connection from the capacitive coupler to the test board is handmade
and usually not considered as critical. The tolerance on the length is estimated
to 20%The resistance of wire, illustrated in Figure 35, can becalculated with the

following formula:

E&
. P

S=hw

Figure 35 Resistance formula

Where éis the resistivity of the materialHts length and 5the surface of itsross
section.

0.2 mm? and approximately 10cm length copper wires are used. For
copper at 20°C,é L s&zsr’<38 VR WKH UHVLVWDQFH RI ZLUHV LV OF

Accurate calculation of the inductance of a wire can bevery complex.
Several formulas exist depending on the geometry of wires and their
configuration [25] with respect to the ground or more generally the current
return path. A formula for a cylindrical conductor in parallel with a perfect
conductor at low frequency is given in Figure 36. To estimate the inductance of
a wire it is also possible to use the approximation 1Imm 8§ nH. Here the
inductance of 10cm wire is close to 100nH. Inductance calculator are also
available online [26] and give a value of 114nH. Technically the approximati on

give a value accurate enough and will be often used in this work.
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Figure 36: Inductance formula

Where @ is the permeability of the vacuumtpe relative permeability afr, Hs length
of the wireandd its diameter.
Capacitance between VDD net and VSS newith respect to the ground

(here represented by G and C») has a significant influence on the FTB test
results. Indeed this is the only path from the generator to the ground plane. This
capacitance is made by all wires, VDD and VSS plane of the board and power
network of the chip with respect to the ground plane. The capacitanceof wires
will not be calculated here becauseit is negligible compared to the one of the

board, but capacitance formula is reminded in Figure 37.

Figure 37: Capacitance formula

Where, Y, is the electrical constant¥ L zawis r’°8(d 79, V% is the relative
permittivity of the dielectric,5surface of planes an@he distane between them.
The capacitance depend on the permittivity and the thickness of the
insulating plane. A microcontroller was tested with an insulating plane 10cm
thick and then with a 3mm thick made of the same material. Results are

summarized in Table 6.
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Table 6: Insulating plane thickness comparison on a FTB test result

Insulating plane
thickness FTBu. FTBu-
10cm 2kV -2.6kV
3 mm 1.1kV -1.9kV

All next tests will be done with a 10cm thick insulating plane. There is
also a capacitance between VDD and VSS nets but it is also negligible compared

to the one of the board and the capacitance G2 (at low frequency).

Main influencing parameters of the test bench are wires between the
capacitive coupler and the thickness of the insulating plane. It is important to
keep in mind that the difference between the VDD and VSS path causes the
common mode to differential mode conversion. Here the tolerance is relatively
high on all elements because it is handmadeand arbitrary placed on the ground
plane. To limit differences, a specific insulating plane depicted in Figure 38with

all elements fixed on it is used.

FTB Capacitive
to DC p

supply generator  coupler Test board
—\ J:l( DUT

[10 cm
7

Insulating plane

Figure 38: Specific insulating plan e schematic

On this insulati ng plane, a cavity is milled to block the test board in all
directions and keep it at a constant distance from the ground plane. The
coupling capacitor is also fixed to the insulating plane to keep it at a constant
distance from the test board. This precaution insures a reproducible placement
of test bench elements.

The Table 7 summarizes the order of magnitude of RLC parameters

studied in this part considering VDD path in red, VSS path in blu e and
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interaction betw een them in green. This kind of table will be used for each

studied parts in this chapter.

Table 7: Test bench RLC summary

PART Parameter Approximated value Comment

R Ruwire_vdd po Neglected

T Ruwire_vss pP° Neglected
% L wire vdd 100nH £20nH

% L L wire _Mutual 25nH +15nH Neglected
- L wire vss 100nH £20nH

& Cuwire_vdd_gnd <10fF Neglected

= C Cuwire_vdd_vss <10fF Neglected

Cuire _vss_gnd <10fF Neglected

3.2 Test board parameters

During the test, the DUT is welded on a test Board (represented in
Figure 18 page 21). Each DUT supply is decoupled with 0805 100nF SMD
capacitor as close as possible to the pin. The DUT is wlded on the ground layer
side. In the simplified board supply equivalent circuit (cf. Figure 39), the
capacitor C, represents the capacitance betweenthe two supply layers of the
test board. Cc1, Cco, and Cen correspond to decoupling capacitors. Cgvss and Cgvdd
symbolize respectively the capacitance of the VSS plane and VDD plane with
respect to the ground. Lvdaa and Lyssrepresent the routing from the VDD and VSS

plane to the package.

VDD Lvaa
Cb Ca Ce2 Cen Lvss DUT
VSS
Cg\‘s.—sr—rcgvdd
N

Figure 39: Test board simplified supply equivalent schematic

Co» is made by parallel supply planes, and can be calculated with the
dimensions of the board. The ground plane is on almost all the area (10cm by

10cm) and the power plane is smaller because ithas to share the suface with
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signals wires. The Table 8 gives order of magnitude of the impedance of the
board at some frequencies.
YiYo 5 xwrax. z& Vés r?50aux av s r’8

L @ - Sanes 177 Losrt(

Where:

d thickness of the test board = 1.5mm

- Adthe relative permittivity of the epoxy (which is 3.6)

- Mis vacuunpermittivity 8.85pF/m

- Sudd.gndis the surface of VDD plan which is smaller than GND plan.

- Ccis decoupling capacitors added on test board betweeraf®ND too.
Fringe capacitancand skin effect aneeglected

Table 8: Board capacitance impedance order of magnitude

Frequency 106pF capacitance Impedancefq L U_Ero
100MHz
200MHz

400MHz

Cgqvss and Cqvaa are calculated with the same formula but the distance

between conductors correspond to the insulating plane thickness (10cm).

Wembe W ( WaxxL AL (

Capacitors Ccn are 100nFSMD decoupling capacitors which are welded
at each DUT supply connection between the supply wire itself and the ground
plane. The number of SMD capacitors depends on the DUT number of suppl ies.
Those capacitors are not perfect they have parasitic serial inductance which
limit their effect at high frequency. The Figure 40 shows the impedance
variation of a 100nFSMD versus frequency.

Capacitance between VDD and VSS nets tends to limit the common
mode to differential mode conversion whereas capacitance with respect to the

ground tend to m akes nets independent one over the other.
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Size 0402 100 nF/ 16V
Sclid lines: Impedance / Dotted lines: ESR

YNMOO44
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;—"Flg. 5 Impedance ESR vs. frequency characteristics for multilayer chip capacitors

Figure 40. SMD capacitor impedance versus frequency extracted from YAGEO Datasheet [27]

In a usual practical case where the DUT has 4 supply couples, G is
parallel to four Ccn. The equivalent capacitance of the total board between
supply planes up to 10MHz is 400nF.By taking in to account the efficiency loss
of capacitors, at 100MHz, the impedance between supply planes of the board is
DURXQG © ZKHUHDV WKH LPSHGDQFHSsHRit ©'thedQG 966 Z
JURXQG DUH UHVSHFWL WBDANnd VSIhgv&a hude tendency to
vary in common mode around 100MHz before the routing from supply planes
to package.

SMD capacitance are welded on the signal side of the board There are
wires (Lvdd and Lyss) from the decoupling capacitors to supply pin of the DUT
package. TheFigure 41 represents the routing on ground layer side , for a DUT
with four supply couples .

The length of supply routing for a QFP100 test board can vary from
4mm to 7mm. Those lengths can change depending on the test board used but
with the same order of magnitude. Actually Lvdqa and Lysscorrespond to several
separated inductances not represented in Figure 39. This inductive path does

not stop to the package pin, but continues inside the package.
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Figure 41: Board parameters schematic

From the stress injection point to those board tracks, VDD and VSS
paths are made of the test benchwires mainly inductive and the board planes
mainly capacitive. The routing which go to package pin are less inductive than
test bench wires but could introduce big difference s between VDD and VSS
paths.Itisalso FRQFHLYDEOH WR GRQ-W K&VYBDWHMSYDPH QXPE
tracks. This kind of mismatch increases the common mode to differential mode
conversion.
The Table 7 summarizes values mentioned during the previous
paragraph. Inductance values are given for a single track. The next paragraph

deals with the package which is the continuity of routing track studied in this

one.
Table 9: Board RLC summary
PART Parameter Approximated value Comment
R Rboard_vdd po Neglected
Rooard_vss p° Neglected
L board_vddn 6nH +2nH per track
@) L L board_Mutual Depend on routing Neglected
EE: L board_vssn 6nH +2nH per track
8 Cgvdd 2.5pF
c Co 100pF
Cen 100nF per supply pair SMD capacitor
Cgvss 5pF
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3.3 Package parameters

Microcontrollers are encapsulated in different kind s of packages. The

Table 10 provide s a non-exhaustive list of usual microcontroller - Yackages.

Table 10: Microcontroller usual pack ages

Package Description Schematic
Name
Quad Flat Package: surface mounted wire
QFP
bonded package.
Quad Flat No lead: surface mounted, wire
QFN bonded, thermal pad to improve heat

transfer.

Ball Grid Array: surface mounted, wire
BGA bounded, Shortlead frame, high connection

density.

sSoIC Small Outline Integrated Circuit: surface
mounted, wire bounded, for low pin count.

Dual Inline Package: through hole mounted,

DIP _ _
wire bonded, for low pin count.
Chip Scale Package no wire bonding, custom| ~ v -v°
(919 SIS G S)
CSP lead frame, the smallest, high connection S O0T0.0 ﬂ
0 0O
density. %&88
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Each package has its own specificities but there is always a pin (or a
ball) to make the connection to the PCB, and a lead frame and a wire bonding
(except for CSP) to connect the pin to the clip pad.

For practical purpose, the QFP package will be used most of times in
this document. Indeed this package can be easily hand welded, and allows a
relatively high pin count. Its leads frame and bonding wires provide non
negligible inductance and makes this package a good study case.The Figure 42
shows how the connections are made inside the package, pirs, lead frame and

bonding wire s are visible.

Figure 42: Open QFP100 package

The package introduces a huge number of parasitic elements. Indeed
eachlead frame and bonding wire has its resistivity, its capacitance with respect
to the ground but also with all others, its self-inductance and a mutual
inductance with all others. Parasitic elements of a ggneric QFP100 package was
extracted with IC -EMC software [28] and plotted in Figure 43. In this package
all pins are bonded wit h only one wire. The capacitance of each wire with
respect to the ground are not represented, because it is negligible compaed to
parameters of the board.

Resistance and selinductance depend on the wire length (including
lead frame and bonding wire) and on its position in the package. The most
influent parameter of a package regarding supplies is the self-inductance. It is

in series with the one of the board and introduces a significant difference
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between the VDD path and the VSS path. It contributes significantly to the

common mode to differential mode conversion.
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Figure 43: Generic QFP100 package resistance and selfinductance

Mutual capacitance are also negligible compared to board parameters
(less than 0.25pF whereas the capacitance between VDD and VSS planes is
106pF). The mutual inductance of pin 1 which is in a corner and pin 36 which is

in the middle of a side with respect to all others are plotted in Figure 44.

7]

Mutual inductance (nH)

0 25 50 75 100
Pin number

Figure 44: Package mutual inductance examples

Usually VDD and VSS wires are next to each other. It mears that VDD
has the maximum mutual inductance with VSS and tend to reduce the common
mode to differential mode convers ion.

Regarding the order of magnitudes studied in this section , the package
seems to be a significant contributor to the common mode to differential mode

conversion. Itis valid for the same number of VDD and VSS pins and even more

- 47 -
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if they are not equal. All those path s lead to the die and are conneced to the
supply of the microcontroller. The characteristics of the circuit inside the die
regarding supply will be quickly described in the following part.

As usual the Table 11summarize parameters value studied before. Here
resistance are still neglected whereas is become to be significant regarding the
one of the board and test bench wires. This is in anticipation to resistance value

that will be seen inside the chip in the next part.

Table 11: Package RLC summary

PART Parameter Approximated value Comment
Rpack_vdd po « P° SHU ER/| Neglected
Rpack vss poc “ P° SHU ER/|{ Neglected
L pack_vddn 7nH +1.5nH per bonding

L pack_Mutual 6nH +£2nH if vdd close to vss
L pack_vssn 7nH £1.5nH per bonding

Cpack vdd <1fF Neglected
Cpack_vdd_vss <10fF Neglected
Cpack_vss <1fF Neglected

PACKAGE

3.4 Chip parameters

The chip itself can be considered as the DUT, in ths case the study of
the test bench stops at the package level. However a microcontroller is an
assembly of several circuits. When a failure occurs one of them is the weak
element. A disturbance on supply can cause a dysfunction of a circuit, or get the
supply out of its specification range and releases the security process which
restarts the product.

In this part parasitic elements of the chip will not be described in details.
It depends on each microcontroller. A description of a generic supply network
is provided .

The supply voltage is typically 3.3V for technology und er 0.35um. Since
this technological step, microcontroller - ores have a different supply voltage
than 10s and Analogic circuits. The 3.3V range is still applied for 10 and
analogic IP, whereas the core voltagedecreases with technology improvements
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and reachesaround 1V for 40nm technology. The low voltage can be generated
from the main supply by an internal regulator or provided by the user .

The Figure 45is a schematic representinginternal power network . The
analog supply is the same as the 10 supply but with specific decoupling
capacitor and dedicated bonding wires. 3.3V IPs areconnected to power pads
connection. I0s are connected to a power ring all around the die and digital IPs
are supplied by a power grid by the low voltage supply . Each supply pad but
the VDDA and GNDA are connected to the power ring.
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Figure 45: Power distribution schematic

The power ring is composed with several rails (VDDIO, GND and
VDD) . Despite that rail suse several metal layer todecrease theirresistivity , rail
are still resistive about ap SUR[L P D W H O \lts induBtance depends on the
die perimeter. The Digital power grid is not directly connected to the stressed
supply, this is the output of a regulator . Typical parasitic elements values of

main the supply are summarized in Table 12 below.
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Table 12 Chip RLC summary

PART Parameter Approximated value Comment
R ‘ Rrail_vdd ° PP
J Rrail_vss o PP
‘ L rail_vdd 1nH/mm
o L J LraiI_MutuaI close to 1nH/mm

LI) ‘ L rail_vss 1nH/mm

\ Cdie vdd_gnd Around 1fF
C J Cdie_vdd_vss few nF

‘ Cdie&;nd Around 1fF

3.5 Nonlinear effects due to protection diodes

Protection diodes are also present in the power ring at each signal 1/0
it permit s, among others, to participate to ESD clamp. TheFigure 46 represents
how they are implemented. Diodes can cause nonlinear effect on the supply

differential voltage if this one reachesgiven condition.

VDDIO

PAD
SIGNAL

GND

Figure 46: Protection diode on I/ O

Those diodes have an effect on the signalif it goes under GND 2Vd or
above VDDIO + Vd and on the differential supply voltage if GND > VDDIO +
2Vd which is relatively high. Protection diodes will be neglected except if the

differential supply voltage i s suspected to satisfy conditions described before.
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3.6 Summary

The Figure 47 represents a summary of main parameters in common
mode to differential mode conversion of the stress seen before in this chapter.
Only linear passive elements are considered and are summarized in Table 13,
This schematic is not an accurate model designed for simulation of FTB issues.
However, this is enough to provide an estimation of the frequency range

significantly impacted by the common mode to different ial mode conversion.

FTB
™\ |GENERATOR L
vddn
C iEl:IEC =16pF T
Lp —l— T  vDD* Ruwire Luire
+ TR J_
V. C) Ce2=
DC\_/Lp=1mH T aqE o b ] [ - e
B Wy — = | [ ]
VS8§* R“jl-e Luil'e ‘ b C
ng?l_ T Cg\'dd e T T G
W

Figure 47. Main parameters summary

If the common mode to differential mode conversion is significant in a
frequency range contained in the FTB stress spectrumi,it could cause fails. Of
course each PCB, packge and chip are different but the order of magnitude of

parasitic elements influencing the conversion remains in the same range.
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Table 13: Global RLC summary

Cdie_vss_gnd
I

Approximated value Comment
Ruwire_vdd <5P° Neglected
T Rwire_vss po Neglected
% L wire vdd 100nH £20nH
% L wire _Mutual 25nH +15nH Neglected
— L wire vss 100nH £20nH
& Cwire_vdd_gnd <10fF Neglected
= Cuire_vdd_vss <10fF Neglected
Cuire_vss_gnd <10fF Neglected
Rooard_vdd po Neglected
Rooard_vss po Neglected
L board_vddn 6nH +2nH per track
@ L board_Mutual Depend on routing Neglected
< L board_vssn 6nH £2nH per track
8 Cgvdd 2.5pF
Cho 100pF
Cen 100nF per supply pair SMD capacitor
Cgvss SpF
Rpack_vdd 14 P° “ P°perbonding | Neglected
Rpack_vss po « P %er bonding Neglected
L L pack_vddn 7nH +1.5nH per bonding
2 L pack_Mutual 6nH £2nH if vdd close to vss | Neglected
5 L pack_vssn 7nH +1.5nH per bonding
E Cpack_vdd <1fF Neglected
Chpack_vdd_vss <10fF Neglected
Cpack vss <1fF Neglected
Rrail_vdd ° PP
Rrail_vss ° PP
L rail_vdd 1nH/mm
o L rail_Mutual closeto 1nH/mm
5 Lrail_vss 1nH/mm
Cdie_vdd_gnd Around 1fF
Cdie_vdd_vss Globally few nF
Around 1fF
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Common mode to differential mode

conversion versus frequency

+RZHYHU
significant. Thanks to the capacitance and inductance behavior of parasitic
elements, we can neglect their effect in DC. To answer this question in the

microcontroller case, parasitic elements sized for a typical case as in Table 14

A common mode to differential mode can happens in a circuit.

LW ZDVQ-W VKRZQ LQ ZKLFK

are used to perform the simulation of the schematic of the Figure 48.

Table 14: Parasitic elements sizes for simulation

I[UHTXHQF\

Simulation 1 Simulation 2
Lwire_vdd 100nH 100nH
i
n O
Lll—J E - Lwire_vss 110nH 110nH
. Lboard_vddn 6nH/6nH/7nH 6nH/6nH/7nH
Lboard_vssn 6nH/6nH/6NH 6nH/6nH/6nH
@ Cyvdd 2.5pF 2.5pF
< Cob 100pF 100pF
8 C C 100nF per supply pair | 100nF per supply pair
o (1nH in series) (1nH in series)
Cgvss 5pF 5pF
&0 L pack_vddn 6nH/6nH/7nH 6nH/6nH/7nH
S | L
% Lpack_vssn 6nH/6nH/6nH 6nH/6nH/6nH
R Rrail_vdd ° PP ° pPpP
Rrail_vss ° PP ° PP
L rail_vdd InH/mm InH/mm
a | L L rail_Mutual close to 1InH/mm close to InH/mm
T Lrail_vss 1nH/mm 1nH/mm
© Cdie vdd_gnd Around 1fF Around 1fF
C Cdie_vdd_vss Globally few nF Globally few nF
Cdie_vss_gnd Around 1fF Around 1fF
CinternaIiIP

GRPD
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Figure 48 common mode to differential conversion global schematic

The simulation result, presented in Figure 49, shows how a common
mode signal on supplies is converted into differential mode signal through
parasitic elements versus frequency. As expected at low frequency, the
differential mode variation is insignificant and increases with frequency .
Moreover, three resonance frequencies are observable at 54.9MHz-61dB),
257.3MHz (-30dB) and 865.5MHz (77dB) which are peaks of common mode to

differential conversion.

o -10
)
"2 60
£
> 110
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< 160
=
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© 210
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Figure 49: Common mode to differential mode conversion sim ulation of global schematic

Resonance peak could be a weakness for the microcontroller if the
stress spectrum contains such frequenciesFor example a 1000Vcommon mode
sine amplitude applied on supplies at 54.9MHz creates a 0.9V differential mode
sine inside the chip whereas the same at 257.3MHz create a 31V differential
mode one. Thus, to know if the common mode to differential mode conversion
is significant in the FTB case, a study of the stress itseliwill be done in the next

section.
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5 Stress shape study

The FTB stress shape iprovided by the standard. This pulse is likely to
excite the power network of the chip in its frequency range. The pulse repetition
rate is very low, so totally out of the range of the conversion and will be
neglected.

The pulse is characterized by its rise time, its fall time and its amplitude.
Because it correspond physically to a capacitor discharge through the
inductive switch, the shape is described by exponential functions. The Figure
50represents an approximation of the shape of one pulse. This signal allows us

to compute easily its Fourier transform.
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Figure 50: Stress approximation

According to the standard 610004-4 the rise time i3is 5ns and thepulse

width 50ns 7KH )RXULHU WUDQVIRUP:-V PRGXOH RI WKLV VLJQ

#:09F ia;
8:B; L u_ 4

§cs EveBPifops E verPi§?

Measuring the spectrum of such signal is straight forward process
Indeed the pulse measurement with spectrum analyzer provide s a spectrum
with uncertainty on the amplitude. The me asured amplitude depends on the
analyzer resolution bandwidth and the intermediate frequency filter. An
empirical correction factor can be applied but here, the theoretical spectrum is

used as a reference to obtain the correct amplitude value [29], [30].
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Measured spectrum and theoretical spectrum are superposed in Figure

51for 200V, and 1kV magnitude pulses.
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Figure 51: FTB measured versus theoretical spectrum

The measurement of the stress spectrum was performed with a
spectrum analyzer connected to the FTB generator output via a 60dB attenuator
to protect the analyzer. The FTB generator output is also connected to a test
bench (coupling capacitor and test board) in order to apply a load
corresponding to a normal test. N o measurement wasperformed above 1kV but
the stress amplitude can reach 3.5kVduring the test.

Regarding the FTB stress spectrum, for the next sections of this
document, analysis of the frequency response of the power network will be

done below 1GHz.

6 Conclusion

The FTB disturbance is a common mode stress on supply. A real
common mode perturbation on supply cannot disturb an electrical circuit, but
it was seenthat it can be transformed into differential mode disturbance. The
difference of VDD and VSS paths due to parasitic elements is the cause of the
common mode to differential mode conversion. The entire test bench was
analyzed to provide the order of magnitude of sup ply network parasitic

elements.
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The order of magnitudes extracted from this study per mitted to build a
simple model able to provide a first order frequency response of the power
network when it is submitted to a common mode variation. The stress itself was
also studied, and its frequency spectrum extracted. The comparison between
the stress injected during the FTB test and the frequency response of the power
network shows that the common mode to differential mode can be significant
in the frequency range of the stress.

The next part is dedicated methodology using observed stress

propagatio n path to help investigation.
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Chapter 3 Power network

analysis methods

The FTB stress in common modeapplied to supply wires might not be
an issue for electrical circuits in a chip, but observations show how
microcontrollers can fail to this test. The most relevant hypothesis is that the
common mode is transformed into differential mode during a FTB stress due to
the difference between the power path and ground path fr om the stress injection
point to the tested circuit. The difference between the two paths was studied to
provide order of magnitude and so a sensitive frequency range. The order of
magnitude of parasitic elements allows a significant common mode to
differential mode conversion in the stress spectrum frequency range. It was also
seen that resonance menomenon can occur and create a weakness.

This chapter will firstly study in details the power network and the
resonance phenomenon. Finally new methods for the study of the stress
propagation inside the chip will be proposed. In all , three methods will be
presented, the global resonance analysis, the conduced emission andhear field

measurement method.
1 Power network behavior

Collecting information on the power network frequency response could
be a huge help for debugging purpose. Indeed the power networ k was
identified to be the main contributor in the FTB test results. It can protects weak
circuit from the disturbance but also amplif iesit. Understanding its behavior is

required for investigations.
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1.1 Resonances and FTB disturbance

When the stress propagdes in the two different VDD and VSS paths, a

resonance on one of those path create a big amplitude difference at the

resonance frequency. And so, the common mode to differential mode

conversion is amplified at the ir resonance frequency.

The FTB disturbance is a pulse, the supply network will react to it with

its pulse response. Of course, the stress is not a puréelta function, so the pulse

response of the network is limited to excitation frequency contained in the

disturbance. Thus, the supply network reacts as a piano string hit by a hammer,

it vibrate swith its proper frequencies. The Figure 52 shows the behavior of two

simple RLC paths excited by a FTB disturbance.
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Figure 52 Two RLC circuit excited by an FTB stress simulation
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Considering V a and Vg as perfect sine wave (with no damping):
& L e<eteBo P,
8, L *<¢teB,P,
Then:

‘B, EBo.;teP ‘Bo FB,;teP
8>»L8>F8»Lt-<-FBl tB' Géu-FB' ta G

BL ®©Bo Ls&t)*V=J@, L sdau)*V

tey, %

It is possible to identify a carrier wave and an envelope. The envelope

corresponds to the lower frequency sine which is the one at the frequency
U’ 2 ?Q 3 U, 2 >U 3

6

. The sine carrier is at the frequency

The Table 15 shows dif ferent configurations and their stress response
characteristics. Only one parameter changes from one row to the other. Pf
correspondsto the pseudo carrier frequency, Ef to the envelop frequency and A

the maximum amplitude of the system response.

Table 15: Stress response characteristicsversus R L and C values

R1 R2 Ci1 Co L1 Lo Pf Ef A
° ° 2pF 2pF | 10nH | 12nH | 1.08GHz | 90MHz | 35V
° ° 2pF 2pF | 20nH | 24nH | 0.77GHz | 66MHz | 75V
° ° 20pF | 24pF | 10nH | 10nH | 0.33GHz | 33MHz | 76V
0 0 2pF 2pF | 10nH | 10nH | 1.12GHz No 8.5V
° ° 1pF 1pF 1InH | 1.5nH | 4.65GHz | 1GHz 13V

When the two parallel RLC path s are excted by the FTB stress, they
resonate at their proper frequency. The differential mode resonance frequencies
is not the same as the resonance frequencies of each path but depergon it.
Computing is easy on the chosen example,but the power network is much more
complex. The power and the ground path are not identical as they have their
own proper frequenc ies when they are excited in common mode. There is no

chance that resonance frequencies of the power path are the same as the ground
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path. Later in this chapter a new analysis method will be developed to identify

resonance frequencies of the power network.
1.2 Pulse response measurement

The power network stress response is not measurable during the FTB
stress for different reasons. Firstly, the FTB stress distuibs the measurement by
coupling on cables. Secondly, the measurementpoint should be inside the chip
and makes it much more complex.

The supply network can be considered as a linear invariant system if
diode effects are neglected. So the Fourier transformof its pulse response
correspondsto its transfer function. It means that knowing the transfer function
of the power network between the stress injection point and the tested circuit
inside the chip permit sto know how it behavesto the FTB stress.

It is possible to measure the transfer function by another mean than the
pulse response. Indeed measuring the output amplitude of a system for each
frequency with a unity amplitude input allow s also to obtain its transfer
function (cf. Figure 53). By this way, the coupling on cable due to the huge

amplitude pulse can be avoided.

Pulse

Power network

Frequency response

A

Frequency

Amplitude

Amplitude

Frequency sweep

Amplitude

—

Frequency

Figure 53 Two ways providing frequency response of an invariant linear system

The power network output is still not accessible. Performing probe tips
measurement is possible but not applicable easily in the FTB test conditions.

Another way to measure the output of the supply network is required. The next
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section introduces RLC resonance specificities todetermine how it can be used

to collect information on supply network.
1.3 RLC network resonance specificities

A supply network is mainly made of simple metal path in addition to
decoupling capacitors. Metal path like wire, PCB routing or silicon routing can
be modeled as RLC structures. The extraction of such stray elements was
introduced in the previous chapter. Those structures made of passive linear
components can be resonant. A first analysis of a simple RLC series circuit will
help to understand the resonance phenomenon and will be generalized to more
complex structures.

In a serial RLC circuit like illustrated i n Figure 54, the resonance
frequency Fo happens when the reactance of the inductor is equal to the

reactance of the capacitor X = Xc,the impedance of the circuit is equal to R.

30
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R .. A 2w\ JA\
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C § -10 \\
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E - \
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- |
L . © 10 MHz 100 MHz 1GHz
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Figure 54: Serial RLC

At this frequency, the voltage Va and the current | are at their
maximum. The magnetic field depends on the current in the wire, and the
electric field on the voltage. The resonancefrequency of a serial RLC circuit
corresponds also to a maximum of radiated electromagnetic field. The Figure
55 shows how near electric and magnetic fields are around the conductor and

gives their amplitude formula s.
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Where:

- E is the value of the electric field in V/m

- ris the distance from the wire
- s the permittivity of free space /

- gis the charge per length unit —
O Electric Charges

Ju+
L_
SLIan

Where:
- B s the value of the magnetic field in Tesla
- risthe distance from the wire

- Mois the permeability of free space B B Ficld

I Current

- lis the current passing through the wire

Figure 55: Electric and Magnetic fields

Circuits with more than one inductor and capacitor have several
resonance frequencies.The alculation of their resonance frequency is very
complex. For such circuit, the simulation wil | be used. An example is given in
Figure 56 with 3 cascaded serial RLC circuits. It is possible to observe 3

resonance frequenges, one for each LC structure.
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Figure 56: 3 cascaded RLC circuits

The same phenomenon occus on complex structures such as power
network. At some frequencies a maximum of power passesthrough it, whereas

it is filtered at other frequencies
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2 Resonance analysis methods

It was shown that it is possible to measure the pulse response of a
system by aconvoluted way. Indeed measuring for each frequency the output
of a system whereas a unit amplitude sine wave is applied on the input per mits
to obtain the transfer function module of a system and so its pulse response.

In the case of the microcontroller supply network, the output o f the
system is not accessible.Using an embedded measurement circuit is not
excluded. This kind of measurement circuit ha s already been developed in the
past [27] [28] but are not adapted to the measurement of a pulse in common
mode on supply. Nevertheless, the focus is put on noninvasive measurement
method applicable on all products with no silicon surface needs.

It was demonstrated that resonances can be a weakness for the device
under test. It was also seenthat when a resonance occus, an electromagnetic
emission pic happens as well. Methods were developed to measure resonance
frequencies of the supply network using electromagnetic like illustrated in

Figure 57 or conducted emission asthe output of the system.

ELECTROMAGNETIC FIELD
ELECTROMAGNETIC FIELD MEASUREMENT TOOL

SINE GENERATOR ocooo
CONNECTED TO
SUPPLY NETWORK

v (2
TR

CHIP ON TEST BOARD

Figure 57: Supply network elect romagnetic field measurement principle

In a first time the principle of th e methodology will be presented.
Simple circuits will be analyzed and simulated in order to validate the
methodology. Finally, a microcontroller will be analyzed using resonance
analysis methods. During this test the amplitude of V in is chosen to assume that

its value is under the transistor threshold (the chip is off), typically few mV.
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2.1 Global resonance analysis method

Because a resonance frequency of a RLC structureorresponds to an
electromagnetic radiation peak, it is possible to identify them by measuring
their radiated electromagnetic field. By this way, the power network can be
globally measured by a noninvasive method. The TEM Cell [33] is a tool usually
used for chip emission measurement, which permits to measure both electric
field and magnetic field at the same time. For the proposed methodology, the
power network is excited by a low amplitude sine and the electromagnetic field
of the power network is measured by a spectrum analyzer via a TEM Cell. The

Figure 58illustrate s the measurementset up.

SIGNAL GENERATOR SPECTRUM ANALYZER

BOARD UNDER
MEASUREMENT

Figure 58 Resonance analysis measurement bench

To perform the measurement, the sine frequency sweeps the desired
range. The analyzer keeps the envelope of the spectrum in memory thanks to
WKH “PDJ[KR O G Bdca@é& theLia@netic field must be perpendicular to
the septum to be measured, the operation must be done with two orientation s
of the board, one turned about 90° with respect to the other. The TEM Cell can
be replaced by any tool which permit s to measure the electromagnetic field
depending on the size of the device under measurement and the frequency

range. In this section a TEM Cell and a GTEM Cell will be used.
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2.1.1 Measurement bench validation wit h simple circuits

In order to validate the resonance analysis measurement bench, simple
RLC structures were measured and simulated. Those RLC structures are
implemented on a test board compatible with a TEM Cell and with the same
dimensions as FTB test ba@rd. First order simulation using lumped element
model are performed to correlate the first resonance frequency with the
measurement results.
2.1.1.1 A simple wire

The first circuit is a simple metal wire which is connected on both sides
of a two layers PCB. Theinput signal is applied between the two planes, and
the PCB is placed in the TEM Cell. TheFigure 59 describes the board and its

dimensions as well as its first order electric model.

50 Ohm COAXIAL

CABLE 10cm VDD PLAN
— coax wire
1 I ILIEELL
J_ C
‘]]“ —|_ board I1-3mm
[ 1 Scm Wire GROUND
‘<‘\ PLAN

Figure 59: Simpl e wire board setup

The main capacitance is between the two layers of the PCB andcan be

easily evaluated with the following formula:

ﬁ%%aoét zavisr’®uxssrrasr’®

SAE 77 L trrL(

<vaok WBA gpd Wre :™cs8 L s [ Scef—jlogpct%h 2t .-t

The permittivity of the board #&3 can change depending on the board
material. This model in Figure 59 permit sto extract the resonance frequency,to

fit wi th the measurement results, the TEM Cell must be moddled too.
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TEM Cell and GTEM Cell models
Both TEM Cell and GTEM Cell model s are presented in Figure 60, they

provide the same results in measurement and simulation but the GTEM Cell

allows measurement at higher frequencies.

TEST BOARD  (yqpp

TEST BOARD

RF,
ABSORBERS

500

Figure 60: TEM Cell and GTEM Cell electrical spice simulation model

A TEM Cell [34][35] is made of an external sheath connected to the
ground and a central conductor called septum which is electrically coupled to
the circuit under measurement. The electric field coupling is model led by a
capacitor C¢t between a node of the circuit and the septum. The magnetic field
coupling is modelled by a mutual inductance K ¢ between wires in the device
under test and the septum. There is a coupling between each node of the
measured circuit and the septum which can be represented by an infinity of
capacitors and mutual inductance. Their value depends on the geometry of the
circuit and its placement with respect to the septum.

The TEM Cell is symmetric so the inductive representation of the
septum L: and L, are equal whereas for the GTEM Cell .¢ NsrH.s The
septumis GHVLIJQHG WR KDYH D FKDUDFW Whatevewthd LPSHGDQ
TEM Cell.

_.SE.t

%0 Lwi3

When a SPICE simulation is performed, each node of the circuit is
coupled to the septum but the value of the coupling param eter K¢ or Cgt is
adjusted to fit the measurement magnitude. Those values do not change

resonance frequencies.
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The measurement using a GTEM Cell and simulation results are

superposed in the Figure 61 and correspond to the theoretical resonance

frequency.
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Figure 61 Simple wire resonance analysis simulation and measurement

Because it is a simple circuit only one orientation of the board is
analyzed. Indeed the septum parallel to the wire is the optim al position.

Other resonance frequencies appear in the measurement results which
are not modeled. Indeed the first order lumped element model does not permit s
to reproduce it.
2.1.1.2 Double wires

A second circuit with more complex structure is measured. The PCB is
the same as the previouswith two parallel wires welded on it instead of one.
This configuration introduce s a coupling factor between inductance which

increase the total equivalent inductance compared with two independent wires.

—— 02X wire
LLULELL

— A
V. C K L
m board rm" wire

Figure 62 Double wires board setup equivalent circuit

Scm Wires

S

50 Ohm COAXIAL VDD PLAN
CABLE

h

The board capacitanceis the sameas the simple wire board as well as

wire inductance but reproduced two times. The mutual inductance for two
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parallel wires when the current flow sinthe samedirection M c €an be evaluated

with the following formula:

/ LJ4kb|Z4tHFsEﬁnL st *
[l te @P
Where:

- |l is the wire length

- dis the distance between wires

This time the equivalent inductance depends on the wire length, but
also on the distance between wires. The theoretical equivalent inductance of

those two parallel wire s which allow to calculate the resonance frequency is:

c.a F /8
5:6 [[
sl ——— 1L | yrJ*
P8 sE.s Ft/
BL——— L xv*V
te¥.g£/0

Measurement and simulation results are represented in the Figure 63
below. As well as the one wire board, only one orientation, with wires parallel
to the septum is analyzed. There is a good correlation between simulation,
measurement and theoretical calculation regarding the first resonance

frequency.
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Figure 63: Double wires resonance analysis simulation and measurement
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The mutual inductance tends to decrease resonance frequency
compared with a model without it . Indeed the more the two wires in which the
current flow sin the same direction are close to each other the more they behave
as one wire alone.

Usually the two wires of supply pairs are as close as possible to decrease
electromagnetic radiation and reduce the inductance value in differential mode.

It means that in common mode those two wire s tend to behave as one (this is
the case of a wire bonding supply pair in a package for example).

Those examples, of course simple allow to validate the measurement
method. It is possible now to analyze more complex circuit such as a
microcontroller. Analysis may take into account the differential mode and the

common mode to differential mode conversion.
2.2 Microcontroller measurement

2.2.1 Differential mode resona nce analysis

This methodology can be applied on a microcontroller. The device is
not powered and the sinusoid is applied between the test board VSSand VDD
nets. It means that the analysis is in differential mode at the supply connection
of the board. The amplitude of the stress signal is under transistors and diode s
thresholds in order to have less distortion as possible. Thesinusoid frequency
sweepsin the desired range and the radiated electromagnetic field is measured
by a spectrum analyzer via a TEM Cell. The Figure 64 shows the results of a
resonance analysis d a microcontroller from STM32FXX family in a QFP100
package.

A first resonance frequency happens near 300MHz and corresponds to
a maximum power transmission of the stress inside the chip. This resonance

frequency can be a weakness for the microcontroller.
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Figure 64: Microcontroller differential mode resonance analysis example

For shielding purpose the PCB used for the TEM Cell measurement
closes the TEM Cell with its ground plane. By this way only the chip with its
package is measured. But this configuration makes the common mode
measurement impossible. Indeed the PCBground plane voltage must vary with
respect to the ground of the TEM Cell and measurement tools. In this
configuration only resonance of the power network stressed in differential
mode is measured. This is correct if we consider that there is a differential mode
stress at the input of the PCB, but it was sen before that the PCB and the
package contribute also to the common mode to differential mode conversion.
This measure is not enough to show common mode to differential mode
resonances. A common mode measurement is necessary to know resonance

frequency of the system when it is subject to FTB stress.
2.2.2 Common mode resonance analysis

A common mode measurement setup, illustrated in Figure 65, was also
developed. Compared to the previous setup, a one layer PCB is added between
the test board and the TEM Cel. This PCB isolates the TEM Cell ground from
the VSS layer of the test board. This PCB is also used to close the TEM Cell
shielding and limit s the capacitive coupling between the test board VSS layer

and the TEM Cell septum.
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TEM Cell Shielding Ground shielding plane

Figure 65: Common mode TEM Cell measurement

This setup allows to get the emission of the chip when a common mode
excitation is applied on its supply . The VSS plane does not contribute to
shielding anymore and emits also electromagnetic field. The coupling between
the VSS plane and the TEM Cell septum is mainly capacitive and significant.
The electric field emitted by the VSS dominates the magnetic field generated by
the current in the package.

Both global investigation methods, common mode and differential
mode, provide a result which allows to distinguish main resonance frequencies.
In the differential mode measurement setup, the excitation is less representative
of the FTB disturbance. But it was seen before that when one of VDD or VSS
path resonates, the common mode to differential mode conversion is amplified.
As a consequence, when a differential mode resonance occus it is very likely
that a resonance happens also in common modelt is visible here by observing
the resonance around 200MHz in Figure 64 which is also present in common
mode in Figure 66 orientation 1. By this way, the behavior of the power network

is not well reproduced but this method gives impor tant trails for investigations.
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Figure 66 Common mode measurement setup result
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The common mode method excitation is more close to the FTB test. But
the drawbacks are that the TEM Cell is not adapted for such measurement, and
a common mode current and voltage disturb the measurement result. This
method can be used in complement to the differential mode method to correlate

results and confirm some resonance frequencies.
2.3 Local resonancesanalysis methods

The global resonance analysis methodology allowsto know a resonance
frequency of the power network. Because the TEM Cell measures the global
electromagnetic field radiated by the chip, it is not possible to know where the
resonance is spatially localized in the chip. Before starting the description of
local resonance analyis benches, the local resonance phenomenon will be

introduced.
2.3.1 Local resonances

Resonance of order up than one can involve nodes and antinodes A
simple example is illustrated i n Figure 67 where a 3 order RLC structure and
its frequency response are depicted. In the graphic, there are two
representations of same data, the classic curve of the amplitude versus
frequency, and another which allow sto see more easily the spatial distribution

of the voltage amplitude.

I
VB i
Vc

In this example:
Li=Lo=L3=5nH

Magnitude (dB)

C1=Co=C3=200pF
$QG 5 © '

10 MHz 100 MHz 1GHz
Frequency

Figure 67: Local resonance illustration
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A power network can be modelled as a complex RLC structure as well,
the same local resonance phenomenon happes in it. A measurement bench
using conducted emission was implemented to evaluate the amplitude of this

phenomenon in the microcontroller case.
2.3.2 Local resonance measurement bench

2.3.2.1 Conducted emission measurement bench

In a microcontroller the power ring dispatches the supply to all 10s
around the chip like described in Figure 45 (page 49). It is possible to observe
the value of the supply in the power ring when a | is set onan IO buffer. This
technique is already used in the EMC standard IEC 619674 [36], which deals
with the conducted emission of a product.

A test board dedicated to IEC 619674 standard illustrated in Figure 68

will be used to perform the power ring local resonance measurement.

Figure 68 Conducted emission board

A High pass filter is applied on each output to avoid the DC voltage,
and I0s are grouped by 3 for board space saving purpose. The simulated
frequency response of the High pass filter is given in Figure 69. Its -3 dB cut off
frequency is 100 kHz and the local resonance measurement will focus in the

10MHz to 1GHz frequency range which is in the filter bandwidth.
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Figure 69 Conducted emission board high pass filter

This board is made for QFP100 package and 27 measurement points are
available around the power ring. Each of those measurementinput is equipped
with a SMB connector.It w as checked that the 10 buffer does not filter the signal
in the measurement frequency range. The Figure 70 shows its power ring to
output frequency characteristic. The -3dB cut off frequency of this filter is 7GHz

whereas the wanted measurement stops at 1GHz.
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Figure 70: 10 buffer Vddio to output filter characteristic

The local resonance measurement bench is presented in the schematic
Figure 71. A sine wave signal is introduced on supply via the FTB test capacitive
coupler. It means that the variations are in common mode. The microcontroller
is running and the applied sine amplitude is higher than the microcontroller
noise, but still under transistors threshold . By this way, the measurement is not
disturbed by the microcontroller activity. The frequency sweeps in the 10MHz

to 1GHz range and the output magnitude is measured via a spectrum analyzer

for each 10 group.
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Figure 71: Conducted emission measurement test setup

Measurement results of each IO group are plotted in a same chart
represented in Figure 72. This way of representation allows to easily locate
spatial resonances.The vertical axis represents the 10 group humber shown in
the schematic on the left side. Because it is a ring, the 10 group number 27 is
next to the IO Group number 1. Notice that the frequency axisis not logarithmic

but linear.
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Figure 72: Local resonance measurement result example

The first resonance, around 100MHz, happens all around the power
ring. For next resonances, the more the frequency increass, the more the power
ring is heterogeneous. It is true for the power ring and it is also true for the
entire power network. Considering that, depending on the stress frequency, a
susceptible circuit could be immunized if it is placed on a resonance nodelike
IO group 23. Indeed, all I0s are red, in Figure 72, at 400 MHz, except thelO
group 23, which is blue.

Notice that an intuitive hypothesis is that if the wavelength of the signal
is much higher than the circuit length, the voltage is homogeneous in

conductors. The wavelength of a 1GHz signal is about 30cm which is much
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longer than a chip, but local resonances are clearly present. This is due to the
capacitance and inductance spread on the power network which make the

propagation delay of signal non negligible with respect to the signal period.

Observation effect

Observing the power ring with this method change s its frequency
response. Indeed when the supply is observed through an 10, the 10 bonding
wire from the pad to the observation pin is added to the power network. It
disturbs the measurement but also changes the power networ k resonance
frequency by adding a non-negligible inductance to it.

Another drawback of this method is that the differential mode is
observed with the board ground plane as a reference So the observed voltage
is not exactly the internal differential varia tion. But, if we consider the board
ground plane as perfect, the measured voltage corresponds to internal node s
with respect to the ground.

This method needs to be carefully set up in order to be as close as
possible to the application case, for example b\ RXWSXW D T - RQ ,2 XVHG L
real case. Itlimits the observation point but keeps the power network as it is
during the application. It can be very useful in investigation process because,
compared to resonance analysis, it is independent from coupling factor between
the TEM Cell and the PL FU R F R Q \WouWdt @=@vidrkl - V

Another method is presented in the next part allowing to identify
resonance area. It use a near field scan bench to measure the field emitted

above the power network.

2.3.2.2 Near field measu rement bench

The principle of the near field measurement bench is to use a XYZ table
to move a near field probe above the device under test. It allow s to map the
generated field with a good spatial accuracy. The probe sweeps an array of
measurement point above the device under test The x and y step shown in

Figure 73 and the probe size determines the spatial accuracy.
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Figure 73 Probe measurement path

A spectrum analyzer collects electromagnetic field amplitude value
through the probe in the desired frequency range. A computer supervises the
measurement bench and put measurement points in a file to visualize results.

The bench schematic is depicted inFigure 74.

SPECTRUM COMPUTER
ANALYZER

XYZ TABLE

/7
SIGNAL
TEST BOARD NEIz}lgolg}l%LD GENERATOR

Figure 74: Near field measurement bench

The measurement principle is the same as the resonance analysis bench
but a near field probe replaces the TEM Cell. The power network is excited by
a low amplitude sin e and the electromagnetic field of the power network is
measured by a spectrum analyzer via a near field probe. The sweeptime of the
XYZ table is very long (approximately 20 measurement points per minute) , but
the measurement method brings more information on resonance locations. This
bench allow s Electric or Magnetic field measurement depending on the probe.
Magnetic and electric probes aredescribed in Figure 75and Figure 76. Choosing
the kind of field is a huge advantage because it is possible for example, to avoid

electric field which is mainly generated by the common mode variation.
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Figure 75. Langer Magnetic field probe [37]

This probe allows the measurement of the magnetic field. This is a
FRD[LDO SUREH EDVHG 38| By HKrdkirdi & loop betdeen the
copper core and the copper shield the magnetic flux passes through it and
induces a voltage which can be measured by the spectrum analyzer. This probe
requires performing the measurement in different orientation s to capture each
magnetic flux components. Probes frequency range is given by the

manufacturer for both Electric and magnetic field probes.
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Figure 76: Langer Electric field probe [39]

The electric field probe measures the vertical component of the electric
field. The capacitive coupling between the coaxial core and the device under
measurementinduce a current which can be measured via the input impedance
of the analyzer.

Only Magnetic field probe will be used because it decreases
disturbances due to common mode variations . By this way the power network

can be excited in common mode whereas themagnetic field is measured. The
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spatial accuracy of the probe does not allows to distinguish resonance
localization under bonding wire size (spatial resolution about 1mm). Magnetic
probes can measure the magnetic field for several orientations. TheFigure 77
gives the orientation nomenclature convention which will be used in this

document.

Figure 77. Magnetic field probe orientations

Sweeping all frequencies with the near field measurement bench takes
a lot of time. However in combination with the global resonance analysis
measurement, it is possible to perform near field measurement only at global

resonance frequencies to determine resonance locations.

Measurement bench validation with  a simple circuit

To validate the measurement method, a test was performed on a 3cm
wires as illustrated in Figure 78. The global resonance analysis provides a
resonance frequency of 70MHz. The near field measurement was performed at
this frequency and gives results depicted in Figure 79 with the magnetic field

probe for x and y orientations.

50 Ohm COAXIAL
CABLE . 10em VDD PLAN

3cm Wire g GROUND
PLAN

Figure 78 3cm simple wire board schematic
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Figure 79 Simple wire near field measurement at its resonance frequency amplitude

The resonant wire is clearly identifiable in the y orientation
measurement result because its localization corresponds to the maximum
amplitude measured magnetic field. Field amplitude peak s, observablesin the
x orientation graph (cf. Figure 79), are due to the side effect caused by the wire

curve for the board connection.

Microcontroller measurement

This methodology is now applied on a microcontrolle r. As explained
before, the spatial accuracy of the near field probeallows to localize resonances
on bonding wires but not in the die. Usually microcontrollers are supplied by
several bonding wires distributed around the chip. To localize a resonating
bonding wire gives enough information on the sensitive area. A measurement
result example on a QFP100 package is depicted irFigure 80.

The example corresponds to the same microcontroller which is
measured in the conducted emission method explanation in Figure 72. The
analysis frequency at 630MHz has been chosen according to the conducted
emission local analysis results. This frequency is deliberately high to clearly see
local resonance in the graph. Indeed the lower is the frequency the more

homogeneous is the power network in term of amplitude.
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X orientation y orientation

Figure 80: Near field measurement result at 630 MHz

Only relative amplitude between different areas of th e power network

is interesting. The x orientation measures the horizontal magnetic field

component with respect to the |Figure 80 and the y orientation the vertical

magnetic field component. It meansthat the red area visible in the x orientation
correspondsto resonating vertical wires or wire with a vertical component. For
example a resonating wire located in a corner which is oriented at 45° emits a
magnetic field visible at 50% in the x orientation and 50% in the y orientation.

As explained before the spatial resolution of the near field probe
permit s to see the field generated by the PCB and wire bonding, but does not
allow to distinguish resonating routing at the silicon level.

This method allow s the identification of resonating area without
modifying the power network. It provide s important information for
investigation purpose. Indeed if a susceptible IP is close to a resonating wire, it
has more change to fail, a solution to protect it can be to change the power

network resonance location or frequency.
2.4 Investigation methods comparison

This chapter will be concluded by a comparison betwe en all analyses

methodologies proposed in this chapter. Each of them has itsadvantages and
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drawbacks depending on the difficulty to set up the bench, the test duration or
the accuracy of the analysis.

7KH ILUVW URZ "EHQFK FRVW VL]H GLIILFXOW\p JLYH
of the financial investment needed to perform the analysis for a basic EMC
laboratory. The analysis duration correspond s to the time necessary to perform
the analysis which goes from few second to several hours or days. The special
accuracy determines the capacity of the bench to distinguish spatial resonance
area. The Usual EMC material topic shows if the analysis is possible with tools
available in a basic EMC laboratory or if a specific tools needs to be created or
bought. The "Specific board ptopic do esthe distinction between analysis which
needs a specific board, the same board as the FTB test board or if any board is

compliant.

Global Resonance analysis

Analysis characteristic - /
- Bench cost/size/difficulty 2
- Analysis duration 2
- Spatial accuracy 2
- Usual EMC material 2
- Specific board

The global resonance analysis bench is a quick approach which
provide s information for the first investigation step. This measurement is very
easy to put in place in an EMC laboratory (Only TEM Cell and signal generator
and spectrum analyzer needed) and is very fast (about 20 seconds) This
analysis is declined into two complementary variant, the common mode and
the differential mode one. In all cases, this is the first analysis to perform as it
provide s useful information to set other methods. Nevertheless the spatial
accuracy isinexistent because it is a global analyss. It uses a specific board but
the same as all other emission tests.So if there is some EMS problem other

investigation methods are mandatory.
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Conducted emission

Analysis characteristic - /
- Bench cost/size/difficulty

- Analysis duration

- Spaial accuracy
- Usual EMC material 2
- Specific board 2

The advantage of the conducted emission measurementcompared to
other methodsis that the result doesQ-W GHSHQG RQ WKH FRXSOLQJ IDF)
electromagnetic field and measurement tool. It is the only one proposed which
doesn t use electromagnetic field as observation mean. The main drawback is
that it requires the design of a specific board which can be expensive. Each
spatial point must be measured one after the other and make the analysis
duration very long (more than 1 hour for 50 measurement points) and requires
lot of handling. The spatial accuracy is limited to connected I0s. Only a
spectrum analyzer and a signal generator, which are current tools in EMC lab,
are needed.Notice that by this way, observing the supply netw ork modify its
behavior. It is something which needs to be kept in mind when applying this

analysis method.

Near field measurement

Analysis characteristic - /
- Bench cost/size/difficulty 2
- Analysis duration 2
- Spatial accuracy 2
- Usual EMC material 2
- Specific board 2

The near field measurement bench allows to pass quickly to a second
step of investigation if the laboratory is equipped with a near field measurement
bench. Indeed no specific board is required, the same as the global resonance

analysis method can be used.The spatial sweep is very long (approximately 20
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measurement point per minute) but if the global resonance analysis is
performed before, only resonances frequencies need to be analyzedThe special
accuracy depends on the sweeping steps and the near field probe. An accuracy
about 1mm can be expected. This method uss a material non usual in EMC

labs, indeed a near field scan bench in required.
3 In silicon analysis

A solution by a direct obs ervation of the supply inside the chip has also
been studied during this thesis work. M ethodologies proposed before, use the
radiated electromagnetic field or an IO to observe the supply network . In this
part the possibility to observe directly the supply inside the chip is studied.

As explained before, micro probing is not conceivable in the FTB case
because of coupling between stress and cables The idea of the presented
solution is to reduce at its maximum the coupling between the measurement
circuit and the stress generator by decreasing its size. A measurement circuit
embedded in the microcontroller fulfills this need.

According to constraints explained above, acircuit was developed and

put in a test chip to perform measurements during a stress. This circuit

presented in|Figure 81jresulted in a patent [40].

Figure 81: Internal measurement circuit principle

The principle of this architecture is to measure the supply (or any other
signal) during the stress with an analog to digital converter. The conversion
permits to increase the robustness of data to supply variation. A delay is added

between the ADC and the pad in order to collect information on pins by external
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tools after the EFT stress, with a clean electromagnetic environment. The delay
may be longer than the EFT stress.
To have a circuit which function correctly during the stress, its supply

must be protected against it. For this purpose, diodes are used to clamp the

regulated voltage to a maximum value like illustrated in |Figure 82| This method

is used in order to have arelatively stable voltage even for fast variations of the

supply. The regulator voltage is tunable by changing the number of diodes.

Figure 82: Diode regulator principle

The ADC flash basedarchitecture [41] is used for its speed. Its accuracy
is tunable by changing the number of resistances in the voltage divider. It is a
very fast ADC because all bits are computed in parallel, there no conversion

time window . This ADC Flash architecture uses the diodes regulator to be

robust to supply variations , as shown in|Figure 83

Figure 83: ADC Flash and regulator schematic and simulation
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measurement window is defined by the number of diodes.

Simulation of the architecture gives satisfactory results as it can be seen

in[Figure 84 The reaction delay of the ADC can be observed in the simulation

EXW LW ddoH Yh€@asWement. Indeed, each bit state changes when the

supply voltage pass its threshold.

Figure 84: ADC dynamic behavior

Bits generated by the ADC are propagated thanks to delay cell to output
pins. Delay cells must take into account the skew to keep the signal integrity

from the ADC to outputs. The chosen delay cell based on level shifter

architecture [42] is represented in|Figure 85| This cell propagates as well the bit

and its complement. By this way, the data is propagated without too much

degradation through cascaded delay cells.

Figure 85: Level shifter based architecture schematic
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The simulation result, given in [Figure 86| shows how bits are

propagated trough 50 and 100 delay cells that is to say more than 50ns delay
when the circuit is supplied at 3.3V. A delay difference appears between the
ADC measurement and the output data because of the supply variation during

the stress However the amplitude information is not degraded.

Figure 86: Level shifter based architecture skew

A 16 bit resolution of this circuit was implemented in a test chip. The

layout of the circuit alone is represented in |Figure 87|and its implementation

with 10s in |Figure 88

Figure 87: Circuit layout alone Figure 88: Test chip layout

The measurement window of this test chip is tuned from 2.5V to 4.7V

by adjusting the number of regulator and measure diodes. A low frequency

measurement permits to validate the correct behavior of the circuit. The [Figure
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shows the measurement result for 3 bits among the 16. Bits state change

correctly when their threshold is reached.

Figure 89: Test chip low frequency measurement (100 kHz)

In this thesis work, the in silicon measurement approach was
abandoned in favor of non-invasive methods studied in the beginning of this
chapter. Indeed integrating this kind of sub circuit in a microcontroller
supposes an additional area and does not permit the analysis of existing
products. Therefore, the priority was put on free analysis in term of
manufacturing cost.

However , obtained results are encouraging and a deeper study and
improvement of such circuit could provide a powerful tool for mi  crocontroller

failure analysis.
4  Conclusion

When a microcontroller fails to the FTB test, nowadays, no
measurement is possible during the stressto help investigation . The supply
network has a huge influence on test results. Indeed, the stress applied in
common mode on supply is transformed into differential mode inside the chip
due to dissymmetry between power an d ground path. It was seenthat parasitic
elements of power network constitute a passive and potentially resonant circuit.
Characterizing the supply network gives significant information on the stress
propagation mechanisms.
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Usual measurement methods are not applicable easily as the output of
the supply network is inside the chip. Resonances were identified as potential
weakness for the device under test. In this sense, hiree analysis methods were
developed to identify resonance frequencies using indirect measurement. The
global resonanceanalysis method uses the electromagnetic field emitted by the
supply network when it is excited by a perfect sinusoid to characterize its
frequency response. This tool gives an overview of weak frequencies of the
device. But it was also seenthat resonance can be spatially localizedinside the
die. Two analysis methods were developed in this direction. The first one is the
conducted emission analysis method which uses the conducted noise emitted
by the power network through 10s when a perfect sinusoid is applied on it. And
the second one is very close to the global resonancenalysis method but uses a
near field probe to measure the electromagnetic field at any point above the
circuit. By this way peak emission point can be localized. Finally, a fourth
method using a measurement circuit in silicon was approached. Its principle is
to measure the internal supply voltage thanks to a fast robust ADC. Abandoned
for this work in favor of less silicon surface cost methods, this can be a good
way to follow for future work .

Three tools helping investigation on fails at FTB test were provided in
this chapter. This will help fail debug and chip robustness improvement. The
next chapter will deal with a global debug methodology using thos e tools on a
real case. It will also show how it is possible to improve microcontroller

robustness by playing on power network resonance frequencies.
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Chapter 4 Robustness
Improvement application &

perspectives

The problematic leading to this study is that nowadays, there is no
investigation tool able to debug a microcontroller which fail s to the FTB test.
The test bench was introduced and first measurements shown that the power
network has a huge impact on FTB test results. Propagation mechanism was
studied and it was shown that the common mode to differential mode
conversion is the cause of device fails. This conversion has maximum amplitude
when a power network resonance occurs. Investigation tools showing those
resonancephenomena were developed.

To demonstrate the interest of tools presented in the previous chapter,
and show how they help to improve microcontroller robustness, the focus will
be put on external parameters from the chip itself. Through several study cases,
the contribution and new investigation perspectives provided by those tools
will be highlighted . It will be show n that a microcontroller can be improved in

term of robustness without modifying the silicon.

1  Acting on external parameters modify
robustness threshold
It was previously demonstrated that FTB fails come from common

mode to differential mode conversion due to dissymmetry between VDD and

VSS paths. The dissymmetry between VDD and VSS are mainly causedby

parasitic RLC of the power network. In the [Chapter 2| most influencing

parameters are described. The silicon contairs potentially weak circuit s, but it
was seen that a lot ofinfluenti al parameters on common mode to differential
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mode conversion are external to the silicon itself. Indeed test bench, PCB and

package has a significant contribution on the power network dissymmetry. As
PLFURFRQWUROOHU PDQXIDFWXUHU ZH F&M@eMsDFW RQ W
a standard. It is obviously possible to correct on silicon but this option is very

expensive. Thereby,the focus will be put on package setup or connectionto PCB

and there influence on FTB test results. This way could also help to provide

guidelines to customers.
1.1 Which e xternal parameters

Whereas a silicon modification is very expensive, external parameters
can be modified more easily. Indeed as well for experimentation or
manufacturing, itis possible to modify the PCB routing or the bonding diagram
to change the common mode to differential mode conversion of the FTB stress.

This allows to create several variation s of the same chip.
1.1.1 Package

The package is the external element the closst to the chip. It contains
influencing parameters in common mode to differential mode conversion s ince
supply bonding wires are most of the time non symmetric. So one of the
preferential parameters to modify in package is the numbers of supply and
ground pins, bonding wires and their position .

The package contairs also a die pad which will be described later in this part. It
is suspected to be also a contributor to the comman mode to differential mode
conversion as it is in the VSS path.

1.1.1.1 Supply and ground bonding diagram

In microcontrollers, several supply pads are available all around the
chip, allowing several supply bonding setup s. This particularity will be use d to
modif y the supply network and so the way in which the stress is transformed.

This modification is made by changing the bonding diagram of the package.
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1.1.1.2 Die pad connection

In previous chapter, it was shown that FTB issues are due to the
transformation of the stress from common mode to differential mode. This
transformation is due to dissymmetry between VDD and VSS path between the
stress injection point and the circuit inside the chip. Regarding to a
microcontroller package, the die pad could be a significant dissymmetry

contributor. The die pad is a metal plane on which is pasted the silicon inside

the package as illustrated in|Figure 90| It is connected to the ground thanks to

VSSbonding wire s from pin to the die pad . It is used to comect VSS pad onit

without using external pins.

Figure 90: Die pad in QFP100 package

1.1.2 PCB supply tracks

In test conditions, the chip is in a package which is welded on a PCB.

Supply routing which lea ds to package pins is onthe PCB. Modifying the PCB

allow sto change the supply network. Moreover, it was seen previously that the
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PCB supply routing is also a big contributor in common mode to differential

mode conversion. In this chapter PCB supply and ground tracks will be cut or
not, allowing to make several variants of supply network for the same
microcontroller. This method offers the advantage to becheap, and canoffer a

great help if it permit sto solve FTB issues.
2 Die pad effect study

This part is dedicated to the study of the effect of the die pad on
robustness. In order to achieve this study, two microcontrollers in two different
packages, but with several bonding diagrams will be used. For confidential
purpose, they will not be named with their official names. Those
mi crocontrollers will be called CHIP 1 and CHIP 2. Names are used to identify
the silicon chip only independently to the assembly.

Microcontrollers used for this study are both from STM32F4 family.

They are a 32 bit microcontroller made in 90nm technology node. They embed

an ARM Cortex M4 core. As shown in [Figure 91] they are a High performance

microcontroller which can be used for many kind s of applications.

Figure 91: STM32 F4 in all ST microcontroller families

The package used for this study is a QFP10Gor CHIP 1 and QFP144 for
CHIP 2. Thosemicrocontroller swere both assembledwith and without die pad.

The die pad is disconnected by removing in the bonding diagram all wires
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coming from pin to the die pad and from die pad to pad on silicon. By this way,

the die pad is totally independent from the power network.
2.1 Die pad contradictory influence

The two microcontroller s chosen for this study are different but quite
similar. Both CHIP 1 and CHIP 2 are from the same platform. It mean that they
contain the same IPs they are made with the same flow in the same technology.
Moreover, respectively, all CHIP 1 and CHIP 2 in the various assembly are from
the samewafer. All this parameters make the two study cases very close each

other.
2.1.1 CHIP1

The two versions of the CHIP 1, with and without die pad, have

robustness thresholds summarized in Table 16.

Table 16: CHIP 1 FTB results with and without die pad

Die pad FTBh+ FTBi.-
with 3.0kvV -2.9kv
without 2.0kV -1.6kV

The CHIP 1 with the die pad is more robust than without die pad.
Adding a die pad seems to improve the chip robustness. If it is true for all
packages it could be a simple way to enhance FTB results without modifying

WKH VLOLFRQ /HW:V VHH WKH UHVXOWYV Rl WKH &+,3

2.1.2 CHIP 2

The Table 17 shows the robustness threshold of the CHIP 2 with and
without die pad.

Table 17: CHIP 2 FTB results with and without die pad

Die pad FTBih+ FTBih-
with 0.8kV -0.8kv
without 1.4kV -1.3kV
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For the CHIP 2 the result is completely different, adding a ground die
pad degrades FTB robustness Which mechanism creates this kind of
difference? Of course, the die pad is a significant pat of the power network, but
this one is too complex to anticipate such result.
2.1.2.1 Die pad conclusion

The influence of the die pad was studied with the help of two different
but similar microcontrollers CHIP 1 and CHIP 2. The result obtained with the
simple FTB test does not permits to conclude on any reproducible effect of the
die pad between different products, even when very similar in the same design,
process and platform. But anyway, results show that the die pad have clearly
an influence on robustness to FTB test. Without better understanding of FTB
stress, the influence of the die pad would not be understood and its usage for
robustness improvement would probably be considered as impossible. It was

the situation before this thesis work.
2.2 How resonance tool helps to give coherence

In the previous section the study is only based on package modification
and FTB tests.The FTB test alone shovs contradictory results regarding the die
pad DQG GRHVQ-W SHUPLW WR FRQFOXGHV R/Q VHI[E ZKIDMD E
happens in term of resonance frequencies using the differential global

resonance analysis method presented in the previous chapter.
221 CHIP1

The global differential mode resonance analysis presented in the
Chapter 3 is applied on both setup of the CHIP 1. The measured resonance
spectrum is depicted in Figure 92. For clarity purpose only one orientation ,
which contains the same resonance frequency value than the other, is

represented in the graph.
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Figure 92: CHIP 1 die pad influence on resonance

The amplitude of these spectrums is not relevant because it depends on
several parameters such as the power distribution network (number and
location of pins), the package, the die SD G Those paameters modify the
coupling factor between the DUT and the TEM cell. So we only consider the
value of the resonance frequenciesThe influence of the die pad resultsin a shift
of the first resonance frequency about 10MHz (from 250 to 261 MHz). Thanks
to this result, it is difficult to correlate this low difference (between these two
spectrums, 10 MHz shift) with the FTB measurements (more than 1 kV with and
without the die pad). However, we continue to explore this method in order to

investigate the FTB measurement discrepancy on the two chip versions.
2.2.2 CHIP 2

The CHIP 2 is in a QFP144 packageln such package,parasitic elements
have higher values than in QFP100 As a consequence resonance frequencies
should be lower. The Figure 93 shows the resonance frequency spectrum of the
CHIP 2 with and without die pad.

As for the CHIP 1, the die pad hasthe same effectin term of resonance
frequency, which shiftsfrom 68MHz to 86MHz , but the effect is opposite on the
FTB robustness (cf. Tablesl6 and 17).
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Figure 93: CHIP 2 die pad influence on resonance

2.3 Conclusion

The die pad is an element inside the package which influences clearly
FTB test results. ts effect on the two test cases doesiot go in the same way. It
improve s performances of the CHIP 1 whereas t degrades the FTB robustness
of the CHIP 2. But, the global resonance analysis tool gives coherenceto the
effect of the die pad (high resonance frequency shift). So, it is difficult to
conclude about the FTB resonance with only a global resonance analysis using
a TEM cell. Indeed, using this analysis method, we have no information about
local resonance frequencies and supply pins weakness.We have shown in
chapter 2, that the number of supply pins and their locations have great
influence on the FTB robustness. So what is the correlation between the number

of supply pins and the resonance frequencies?

3 Usin g resonance tool to determine a weakness

Zone

Results of the die pad influence study lead to imagine a weak zone.
Indeed the two different chip s have not the same reaction to the resonance
frequency shift. This behavior happens for the die pad but is it valid if the
resonance frequency is shifted with another way? In this section several mears

to shift resonance frequency will be tested for CHIP 1 and CHIP 2, and
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resonance frequency spectrum will be put in front of FTB test results to
XQGHUVWDQG PLFh¢eRFRQWUROOHU:V

3.1 Resonance frequency shift using PCB and package

on CHIP 2

In addition of the die pad influe nce study, we will modify the

connection on the PCB of CHIP2. InFigure 94} we consider 3 cases:

- Case 1: QFP144 with die pad (same gbigure 93?
- Case 2 : QFP144 with die pad and with PCB modification (all VSS tracks

connected to the die pad are cu)

- Case3 :QFP144 without die pad (same agFigure 93?.

Regarding those resonance spectrums it seems that the more the resonance

frequency increases, the more the chip is susceptible. To complete this
information, the CHIP 2 was assembled in a QFP100 package to shift the

resonance frequency higher.

Figure 94: CHIP 2 Resonance spectrum and FTB robustness threshold

Two versions of the QFP100 with and without d ie pad were tested and
measured thanks to the differential global resonance tool. The Figure 95 gives

the resonance spectrum and theTable 18 summarizes FTB test results.
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Figure 95 CHIP 2 QFP144 and QFP100 Resonance spectrum and FTB robustness threshold

Table 18 CHIP 2 Resonance frequency shift and FTB robustness threshold summary

Version FTBih+ FTBih-
QFP144 With die pad 0.8kV -0.8kV
QFP144 PCB 1.2kV ~1.0kV
modificati on
QFP144 Without die 14KV -1.3kV
pad
QFPlOOF:/;_/(I;hOUt die 2 1KV 11KV
QFP100 With die pad 2.2kV -1.1kV

As expected the QFP100 package has higher resonance frequency than
the QFP144and the chip is more robust against FTB aggressions Moreover, the
addition of the die pad increases again the resonance frequency This analyze
highlight s a frequency weak zone estimated around 150MHz. Indeed the
robustness decreass when the first resonance frequency comes close to this
value. In order to finish this study, we want to show if we have the same

behavior with CHIP1 mounted in a QFP1 00.

3.2 Resonance frequency shift of CHIP 1 by supply
bonding diagram change
The same method will be used for the CHIP 1. The microcontroller was
assembled with several bonding diagram schosen arbitrarily . As usual, all CHIP

1 are from the same wafer. Those bonding diagrams play with the number of

supply couple, but also with the number of VDD and VSS bonding wires
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independently . The Figure 96 shows differential global resonance analysis of
different assembly version and their positive r obustness threshold in kV,

written over the resonance frequency peak.

Figure 96: CHIP 1 Resonancespectrum t and FTB robustness threshold

Those resonance frequency spectruns put in front of FTB robustness
threshold suggesta weak zone. Indeed for the CHIP 1 the less is the resonance
frequency, the less robust is the microcontroller. As for CHIP2 using a QFP100

package, the circuit is more robust with the die pad.

3.3 Conclusion

Several versions of the same chip were tested and have different
robustness levels. Comparisons between different FTBtestsare very difficult to
interpret. Thanks to resonance analysis developed in the Chapter 3 the
coherenceof chip behavior was understood. Moreover, those tools permitted to
determine a frequency weak zone where a resonance make the chip more
susceptible. The advantage of tools developed during this work was

demonstrated but their potential i s far to be completely exploited.

4 Perspectives

This thesis work permitted to understand FT B disturbance propagation
mechanisms. This comprehension leads to the creation of power network
analysis tools based on resonances. The usage anadterest of one of those tool,
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using the same principle than all others, was demonstrated for concrete cases in
this chapter. Because a thesis work need to be closed one day, the time is
missing to develop others. This part will give a preview of what coul d be the

next step.
4.1 Using other tools

The interest of the global differential resonance analysis was
demonstrated in this chapter. It was shown that such tool allows to understand
more deeply the impact of a power network modification on its frequency
response It was also shown that this frequency behavior is directly linked to
the robustness of the chip when this one contains a weakness.

During this thesis work, 3 other tools were develo ped based on the
same principle: the Common mode global resonance analysis, the conducted
emission and near field measurement. Another method was studied using an
embedded measurement circuit. The interest of those tools was not
demonstrated in concrete case Their principle , based on the same as the global
differential mode resonance analysis, described in the Chapter 3 allows to
understand that they can provide a great help in the FTB understanding and so
to chip robustness improvement.

So, to continue this work using other tools could help to find other way
to improve microcontroller robustness. It provide s lot of perspectives to

continue this work.
4.1.1 Debug flow and directives

All tools developed in this work could be used to be complemental in a
debug flow when a weakness is observed. Indeed,using global and local
analysis could provide enough information to find a patch allowing to improve
the robustness of a microcontroller by using external parameters. By this way
FTB issue could be correctedwith low cost solutions. It could also be used to
provide guidelines to customers for their PCB design in order to avoid FTB

issues.
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4.2 How to shift resonance at wanted frequency

The first part of this chapter show sthat microcontroller can have a weak
zone where a resonance frequency of the power network can cause robustness
degradation. It was also seen that a modification of parameters of the supply
network can change its resonance frequency. But the impact of the power
network modification on its resonances is not well understood. Indeed, even if
it is possible to anticipate the direction of a frequency shift in some cases, it is
difficult to really know its value.

Having a reproductive flow to determine the weak zone and knowing
how to change the resonance frequency where it is wanted could be a gred help
for quick and reliable robustness improvement. Moreover, thanks to this thesis
work, lot of influencing parameters on resonance frequency are already known
such as die pad, supply and ground bonding and PCB modification. It is also
conceivable to add nonfunctional part in a power network such bonding wire
inside the package from pad to pad in the power network in ord er to change

resonance frequency:.
4.3 Modeling

Simulation could be a great help to predict FTB issues before
manufacturing and allow s silicon manufacturer to correct dysfunction before
the die manufacturing . As a consequence, those predictions permit to avoidthe
money loss due to a redesignfor correction. But simulation s need an adapted
model to be performed.

Now that FTB stress mechanisns are understood, the creation of
models can be conceivable. But the modeling of such phenomena is complex.
Indeed several things must be taken in account. The modeling of the stress itself,
of the power network behavior, its frequency and transient respons e and the
behavior of potential weak circuit inside the chip are necessary to determine the

chip robustness as it is suggested for ICIM modeling method . Such model is
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very complex to establish. But some part could be modeled independently and
could provide enough information to help chip improvement.

Modeling only the power network could be a first step which allow sto
understand the effect of its modification on resonances. This imply to model the
PCB, the package and the silicon. By this way it is possibde to provide to the
designer a stress model to simulate their circuits. Another issue with that in
concrete situation is that, a chip manufacturer is able to change the chip and the
package but the PCB design isn the hands of customers. A good understanding
of the power network behavior when it is submitted to common mode
disturbance such as FTB stress could permitsilicon designers to give directive

to customer about the PCB design.
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General conclusion

Starting from a very poor set of investigation tools regarding
PLFURFRQWURO O H U Vhesis7Wworkl Bive® WeysWoKundlerstand and
analyze FTB failures.No measurement is possible during the FTB stress because
the stress itself disturbs measurement tools, and the stress propagation
mechanisms are not intuitive. Indeed, t he common mode stress introduced by
the FTB generator seems inoffensive when applied on both reference and
supply nodes. Experimentations using the same chip with several supply
distribution network setups show that such modificatio n is able to completely
change the FTB test results. By going farther, we showed that the common
mode disturbance is transformed into a differential mode stressby the power
distribution network. Indeed, parasitic passive elements such as resistance
inductance and capacitance, introduce a dissymmetry between the reference
and the supply node. Their effects, negligible at low frequency, become
significant when the frequency increases. We showed that the order of
magnitudes of parasitic elements of the micro FRQWUROOHU:-V SRZHU QHWZR
FTB test condition allows the FTB stress to significantly disturb the
microcontroller.

Based on those observations, we developed power distribution analysis
methods. A solution using a measurement circuit on silicon was d esigned, but
finally, we focused on less restrictive noninvasive methods. Considering that
the power network is acomplex RLC structure. Such structure is able to produce
resonance phenomena. Those phenomena amplify the common mode to
differential mode con version at resonance frequencies. This particularity was
used to develop three power distribution network analysis methods. Indeed,
those methods use the electromagnetic emission of the power network to extract
its resonance spectrum. Among developed analy sis methods, one allow s to

extract a global resonance spectrumand others to localize resonance area.
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In the last chapter, we showed, with the global resonance spectrum, that
the resonance frequency of a power network can be modified by any change in
it. This phenomenon was used to identify a frequency weak zone of a
microcontroller. By this way it was shown that it is possible to make a
microcontroller more robust without modifying the silicon. Indeed, a simple
modification of the package or PCB is able to improve the robustness.

It is only an example of the contribution of this thesis work usage. This
work opens also a lot of perspectives in term of debug, robustness

improvement, modeling and simulations.
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Appendix A : Résumé en francais

Introduction

Ce travail de thése a été réalisé DX VHLQ GH O-HQWUHSL
STMicroelectronics a Rousset dans la division microcontréleurs et plus
VSpPpFLILTXHPHQW GDQV O:-pTXLSH HQ FKDUJH GH OD FRQFI
a également été effectué en collaboration avec le laboratoire EpOC de
O-8QLYHUWVHWRSKLD $QWLSROLVY HW ILQDQFp SDU O-%$157

'‘DQV O:-pTXLSH XQH WXep?PHWUROQWODAUHWWWHRPDIQpPWLT
été achevée, aboutissant & un modele réutilisable permettant de prévoir le
comportement en émission des microcontrdleurs. Dans une méme dynamique
G-DPpOLRUDWLRQ FRQVWDQWH FH WUDYDLO GH WKqgVH
susceptibilité électromagnétique.

[-pWDW GH O-DUW HVW ek Béchhrgad élgcttbBratiquEsy VXU O
pendant les phases de manipulation et de fabrication des puces. lls ont abouti &
la conception de protections efficaces. Cependantune décharge électrostatique
ou plus généralement un transitoire rapide peut survenir tout au long de la vie
d un microcontréleur . Alors que les protections contre les décharges
électrostatiques ont encore un effet lorsque le microcontrbleur est en
fonctionnement, elles ne peuvent pas protéger des perturbations sur
O :-DOLPHQ AW e d&ftintie® dans la norme IEC 610004-4 [4] traitant
des transitoires rapides en salve. Cette norme fait pourtant référence dans
O-pYDOXDWLRQ GHV SURGXLWYV

Les microcontréleurs sont composés de plusieurs sous circuits qui
peuvent étre susceptibles aux transitoires rapides sur leur alimentation. Des
différences de résultats aux tests ont été observées selon la maniére dont sont

implémentés 3& % E R v \8ék $bUk circuits. Ce travail de these est dédié la
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compréhension de tels phénoménes 3RXU FHOD FHoRaRXaNFULW V-
quatre parties.

Un premier chapitre sera dédié a la présentation des microcontréleurs
et aleurs applications, DILQ GH GplLQLU OD SUREOpPDWLTXH HW SU
sur le sujet. Le mécanisme de popagation du stress sera expliqué dans un
second chapitre. La compréhension des mécanisme de propagation a permis
GH GPYHORSSHU GHV PpWKRG ht\G @ O RPDHXMHeSH K QU p V H D X
présentées dans le chapitre 3. Puis dans un dernier chapitre, nous allons
exploiter les éléments dévelppésdans ce travail de thése, D | L @m@liorer la

robustessedes microcontrbleurs.

Chapitre 1 Introduction a la
SUREOpPpPDWLTXHMHW pWDW

1 Microcontrbleur

Les microcontrbleurs sont des systemes qui intégrent tous les éléments
G-XQ P-brdibaReur sur un méme circuit intégré. lls contiennent un
PLFURSURFHVVHXU TXL HVW OH FxXU GX VI\VWgPH XQH R
HW PRUWHYV GHV FLUFXLWYVY DQDORJLTXHYV DLQVL TX-XQ Jl
Ces systémes sat programmables et polyvalents. Ils sont donc utilisés dans de
tres nombreuses applications électroniques, dans tous les domaines.

Dans ce travail de these, les microcontréleurs ST dda famille STM32FX
sont spécifiquement pW X GLpV ,0V V. [Da@plichtidnsitd3 Waripes &llant
GH O-XVDJH JpQpUDO j OD KDXWH SHUIRUPDQFH

/HIDLW TXH OHV PLFURFRQWU{OHXUV VRLHQW GHVWL
LPSOLTXH TX-LOV VRLHQW FRPSDWLEOHY DYHF OHV H[LJF

termes de normes, y compris les plus drastiques.
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2 Flot de test électrique des microcontrdleurs

Afin de garantir leur robustesse dans les applications auxquelles ils sont
destinés, les microcontréleurs subissent un flot de tests électriques. Ce flot de
tests est divisé en deux parties: en premier lieu, les tests de robustesse physique

aux agressions électriques, puis les tests de compatibilité électromagnétique.
2.1 Tests de robustesse physique

Le flot de tests de robustesse physique comprend les tests de décharges
électrostatiques carespondant aux normes HBM (Human body model) et CDM
(Chip Discharge Model) ainsi que le test de latchup. Chacun de ces tests est
défini par une norme internationale , et met en jeu différents mécanismes de
défaillance. Chacun de ces mécanismes est anticipéet protégé par des
LPSOpPHQWDWLRQV HW GHV FLUFXLWYV VSpFLILTXHV GDQV
GpIDLOODQFH HVW-aRiE Vddd) ¥ pdircuitF sitb \Wes dommages
SK\WVLTXHVY OH PLFURFRQWU{OHXU UHWRXUQH |j O-pWD:¢
développer un correctif.

Une fois la robustesse physique vérifiée, le microcontréleur passe par
les tests de compatibilité électromagnétique ou CEM. La CEM est la capacité
G- -XQ FLGunXskdteéme ou Gun équipement électrique, a fonctionner de
maniere satisfaisarte dans son environnement électromagnétique, sans
introduire de perturbation intolérable pour cet environnement. La compatibilité
électromagnétique introduit donc les notion s de susceptibilité aux agressions et
G-pPLVVLRQ GH SHUWXUEDW ta€®thésb, FVHI® WtisrdDde UH G H

susceptibilité qui va étre étudiee.
2.2 Compatibilité électromagnétique

De la méme maniére que pour les tests de robustesse physique, les
microcontréleurs sont soumis a un flot de tests de robustesse aux agressions

électromagnétiques. Cette fois-ci, le microcontréleur exécute un programme.
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Une défaillance correspond donc a une mauvaise exécution du programme ou
a des dommages. Les microcontréleurs sont soumis a deux tests de robustesse
aux agressions électromagnétiques. Le premer est le test de décharge
électrostatique fonctionnel défini par la norme IEC 61000-4-2 [3]. Chaque patte
du microcontréleur subit une décharge positive et négative pouvant aller
MXVTX-JLBRXYVY N9 G-DPSOLWXGH /D FRUUHFWH H[pFXWLR
YpULILpH /RUVTX-XQH GpIDLOODQFH H %ujuedRdlia/dstUYpH OH \
survenue, est noté et correspond au seuil de robustesse du microcontrdleur. Si
ce seuil est considéré commetroS EDV OH PLFURFRQWU{OHXU UHWRXL
conception de maniere a étre corrigé.

Le deuxiéme test de robustesse aux agressions électromagnétiques
FHOXL TXL IDLW O -R,[Ee8lld Wst@dHrdnbltait®g Faples gqrivddlve ou
FTB (Fast Transent Burst) défini par la norme IEC 61000-4-4 [4].

2.3 Le test de transitoires rapides en salve (FTB)

Dans le cas des microconrbleurs, le test FTB est appliqué a
O-DOLPHQWDWLRQ GX FLUFXLW /H PLFURFRQWU{OHXU HV
exécute un programme représentatif de son fonctionnement normal. Un
dispositif , appelé pince de couplage HVW DMRXWp VXU étdtiboneKkEOHYV G- D (
SHUPHW G-\ FRQQHFWHU OH JpQpUDWHXU GH SHUWXUEDW
SHUWXUEDWLRQV VRQW DSSOLTXpHV VXU O-DOLPHQWDYV
FRXSODJH FDSDFLWLI &HV SHUWXUEDW L&RJP&e/QUERQW HQ PF
les fils de masseHW G-DOLPHQWDWLRQ UHORLYHQW OH PrPH VWL
est appliguée de maniére répétitive « en salve» et a une amplitude pouvant
atteindre 3.5kV dans notre cas. Les perturbations sont appliquées a des
amplitudes croissantes dans les polarites postWLYH HW QpJDWLYH /RUVT
GpIDLOODQFH HVW REVHUYpH O:-DPSOLWXGH HVW QRWp
robustesse du microcontréleur. Si ce seuil est trop bas, le microcontréleur
UHWRXUQH j O-pWDSH GH FRQFHSWLRQ SRXU rWUH FRUUL.

Pour ce test, le micracontréleur est placé sur un PCB compatible avec

WRXW OH IORW GH FRPSDWLELOLWp pOHFWURPDJQPWLTXH
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Cette carte correspond au standard IEC 619672 [17], avec uniquement deux
couches: une couche de signal et alimentation et un plan de masse.

De nos jours, aucune protection speécifique aux perturbations de type
FTB n- H WiMémentée dans les microcontrdleurs. De plus, il est extrémement
GLIILFLOH GH WURXYHU ODediboxng/ 8 -G VWKIQRIX® pl D X@QOMBRUFU H F
(Q HIITHW SHQGDQW XQH SHUWXUEDWLRQ )7% DXFXQH |
transitoire rapide appliqué au microcontréleur perturbe également les mesures
par couplage électromagnétique.

[ -pWDW GH O-DUW H \javdStesXKNTB,Hju¥ eelsoiDdany/ ses
protections ou dans la compréhension des mécanismes de propagation et
défaillance. Des modéles orientés vers la susceptibilité électromagnétique
existent, tel que le model ICIM (Integrated Circuit Immunity Model) [22], afin
G-HIITHFWXHU GHV VLPXODWLRQV ODLVY FRPSUHQGUH OHV
du stress est essentiel pour élaborer un modée correcte. Dans ce travail de thése,
nous allons donc essayer de donner les clés pour comprendre les mécanismes

de propagation du stress FTB.

3 Conclusion

Les microcontrdleurs sont des systémes électroniques intégrés destinés
j XQ WUqV JUDQG (QcrtiersUlahsGled ®Baines trés variés. Cette
SRO\YDOHQFH LPSOLTXH G-rWUH FRPSDWLEOH DYHF WRX)
aux agressions électriques des marchés visés. Parmi toutes ces normes, ce travalil
de these se focalise sur le test FTBfaisant partie des tests de compatibilité
électromagnétique. Afin de comprendre les mécanismes de propagation des
SHUWXUEDWLRQV HQ PRGH FRPPXQ GX WHVW )7% FH GR
plusieurs parties.

Dans le chapitre suivant, les mécanismes de propagation du stres et
des défaillances seront étudiés. La compréhension de ces mécanismes permettra
HQVXLWH GDQV XQ WURLVLgPH FKDSLWUH GH GpYHORS

microcontréleurs afin de détecter leurs faiblesses. Un dernier chapitre sera
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HQVXLWH Gui&deag ¢ upilidant les outils mis en place dans le chapitre

3, et aux perspectives ouvertes par ce travail.

Chapitre 2 Compréhension des
mecanismes de propagation du

stress FTB

/IH VWUHVYV )7% HVW DSSOLTXp j O-DOLPHQWDWLRQ G
DOORQV GRQF pWXGLHU O-LPSDFW GHV PRGLILFDWLRQV G
UpVXOWDWY DX WHVW 7% /HV PLFURFRQWU{OHXUV VRQW
a plusieurs boitiers. Pour cela, un grand nombre de plots (ou pads)
G-DOLPHQWDW LR @sVYaRtQuwouGdeVesgre@ LIEe6t donc possible de
faire varier le nombre de connexions puce/boitier , ainsi que leurs
emplacements &HWWH SRVVLELOLWpPp YD rWUH H[SORLWpPH DILC
UpVHDX G-DOLPHQWDWLRQ VXU OHcdhdHdteduS. GH UREXVWHVV

1 [-LQIOXHQFH GX QRPEUH G-DOLPHQ

leurs emplacements sur les résultats au test FTB

Une puce de la famille STM32F4XX a été utilisée pour cette étude. Le
microcontréleur dispose de 12 couples de pads G-DOLPHQW® 2VpaBsQ HW
destinés a connecter des capacités externes au régulateur intégré. Ce
microcontrbleur a été assemblé dans un boitier QFP100 avec différentes
configurations. Toutes les versions présentées dans ce chapitre utilisent une
puce provenant de la méme plaquette silicium.

Les premieres versions font varier le nombre de connexions aux
capacités externes du régulateu. 4 versions ont été réalisées avec un ou deux

condensateurs externes connectés et deux variantes du nombre
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G-DOLPHQWDWLRQV /HV UpN XGI\UR®Q VT X ROW\ ®ILMWp XIQBIWR X
capacités externes connectées. Le nombre de capacig@xternes du régulateur a
donc une influence sur le seuil de robustesse du microcontréleur. Dans la suite
du document, deux condensateurs externes seront donc systématiquenent
connectés.

Nous avons mené une deuxiéme phase de test faisant varier le nombre
GH FRXSOHV G:bBQ¢t mbhipk DeVmddsgs étant égal au nombre
G-DOLPHQWDWLRQV G L I lgvétH Q@ed/ Hhgmbrésd WY L s
G -DOLPHQaNebtWwd. Ra)12 ort été testées. Les résultats obtenus laissent
SHQVHU TXH SOXV OH QRPEUH GH eBtREOPIIS & -DOLPHQW
microcontroleur est robuste au stress FTB.

Une troisieme phase de testavec 4 R XSOHV G- D Od.RasQVWeO WL R Q
différentes variantes de placement de ces alimentations a été effectuée. Quatre
versions de placement des alimentations ont été implémentées, et donnent
toutes des résultats différents au test FTB Le nombre de couples
G-DOLPHQWDIWLWRHXO Q-HVW SDV O aht\akoXudtdddd- Vet X U LQ IO X F
positionnement respectif est également important.

Les résultats obtenus durant cette étude ne permettent pas de conclure
VXU XQH UgJOH j VXLYUH SRXU DPpOLRUHU OD UREXVWH)
revanche, il est maintenant évidleQW TXH OH UpVHDX G-DOLPHQWDWLR
GLUHFW VXU OD UREXVWHVVH G:-XQ PLFURFRQWU{OHXU

connections sur une méme puce changecomplétement les résultats.

2 [-K\SRWKqVH GH OD FRQYHUVLRQ G

commun vers le mode différentiel

LapDUWLEXODULWpP GX VW apdlMdué & fode ¥omniliX -LO HVW
VXU O-DOLPHZMWDWRWRWQIITrXH O-RQ DSSOLTXH XQH SHUWXL
FRPPXQ OD PDVVH HW O-DOLPHQWDWtelR& I&kc@3VleOD PrPH Y
circuit soumis a une telle perturbation ne voit pas son alimentation varier, car
OD GLIIpUHQFH GH SRWHQWLHO HQWUH OD PDVVH HW O:DC
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donc théoriquement pas possible de perturber un circuit avec un stress en mode
commun. Et pourtant, nous observons bien des défaiOODQFHYV ORUVTX:-XC
microcontroleur est soumis au test FTB.

8Q WHO FRPSRUWHPHQW GX FLUFXLW DPqQH GLUH
suivante. Les circuits internes pergoivent un stress différentiel. Il y a donc une
conversion du stress en mode commun vers un stressen mode différentiel.

Comment un tel phénomeéne peut-il avoir lieu ?

/IRUVTXH OH UpVHDX G-DOLPHQWDWLRQ HVW FRQVLGy
FRQYHUVLRQ Q-HVW HIIHFW EN leRanc&y si SaD résistaRcéV L E O H
O-LQGXFWDQFH HW OD dsDcbrinjectevitp reatiebtDeviLiguHa G
conversion devientpossible  SUHQRQV O-H[HPSOH VLPSOH G-XQ FLUF?
deux fils: XQ ILO GH PDVVH HW XQ ILO G-DOLPHQWDWLRAQ
UpVLVWDQFH O LQG X pavBi atebifid parMapp@td Drfe lmasge
parfaite. Chaque fil peut étre considéré comme un filtre RLC, avec sa propre
IUpTXHQFH GH FRXSXUH $LQVL VL O-RQ DSSX@MLGXWY OH PrF
deux fils, a une fréquence suffisamment élevée, le signal a la sortie du fil devient
différent de celui appliqué a son entrée. Si les deux fils ont des paramétres RLC
différents, a une fréquence suffisamment élevée, la sortie du fil de masse, est
GRQF GLIIpUHQWH GH OD VRUWLH GX ILO G-DOLPHQWDWLTF
j O -H&dds deux fils (en mode commun) donne donc une différence de
SRWHQWLHO j OD VRUWLH /D SHUWXUEDWLRQ V-HVW GRQF
le mode différentiel.

Cette hypothése implique donc de prendre en compte les parametres
GH UpVLVWDQPHFIGE -HWGXHWFDSDFLWp GX UpasHDX G:-DOL
eégalement une perturbation dans un domaine de fréquences suffisamment

élevéespour que ces parametres aient une influencesignificative .
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3 Les gros contributeurs de la conversion mode

commun vers mode diffé rentiel

/| K\SRWKgqVH GpYHORSSpH GDQV OD SDUWLH SUpFp
conversion du mode commun vers le mode différentiel est la cause des
défaillances au test FTB. Ce phénomene est dU a la dissymétrie entre la masse
HW O -DOLPHQWDWLRG( SHP@DR POH W p@HDXN VLIQLILFDWLI T
G-XQH FHUWDLQH IHFRTXCHSAWGPEAWOBH O-RUGUH GH JUI
SDUDPgQWUHV 5/& GX UpVHDX /-pWXGH GHV SULQFLSDX]J[ SI
G-DOLPHQWDWLRQ G- X,QamsU#& toRflgtradiod dy Gebt XUB fait
O-REMHW GH FHWWH SDUWLH
Pour cette étude, le banc de test a été découpé en quatre parties
- La puce, qui contient uniquement le silicium
- le package
- le PCB (Printed Circuit Board)
- lebancdetest, TXL FRQWLHQW OHV FKEOHV G-DOLPHQWDWL
Le générateur de stress et la pince de couplage sont considérés comme parfag
En suivant le chemin du stress, le premier élément rencontré est la
partie dite « banc de test». Celle-ci contient un cable de masse et un cable
G-DOLPHQWDWLRQ TXle didupladerh@ RCBOTChalun @d-d¢ds Gables
est coupé et soudé a la main et fait environ 10cm. Le parametre prépondérant
de ces fils est leur inductance. La dissymétrie est dueala manipulation a la main
sans précaution particuliére.
Ensuite vient le PCB. Il est congu de maniére a avoir un plan de masse
HW X Q S OreatiGn.[COecun de ces plans aune capacité par rapport a la
masse parfaite du banc de test (la table sur laquelle sont posés les éléments)
PDLV DXVVL XQH FDSDFLWp O X GusSibPCB préaeghtU W j O-D X\
pJDOHPHQW SODFH OHV SLVWHVY TXL FRQQHFWHQW OHV S(
QRPEUH GH SLVWHYV GpSHQG GX QRPEUH GH SDAWWHV G:-DC

longueur de leur emplacement autour du boitier. Pour le PCB, les élémerts
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principaux sont donc les capacités et les inductances des pistes de connections.
lIs sont non négligeables et ils engendrent des dissymétries entre la masse et
O-DOLPHQWDWLRQ

En série avec les pistes du PCBon retrouve la connectique entre le PCB,
le ERLWLHU HW OD SXFH ,FL OHV ILOV pWDQW WUQqV SUR
effet non négligeable sur ces connexions. Les paramétres principaux restent tout
GH PrPH O:LQ,GwE W& qQdsHnétrie due aux nombre de connexions
DLQVL TX-:j OnerXdanS I@ bokikt.

$ O-LQWpULHXU sé& KXoukeRIa WuUckl dontenant un réseau
G-DOLPHQWDWLRQ FRPSOH[H 'DQV,faisantdpeHibétie VHX O XQ L
delapuce, HVW FRQQHFWp GLUHFWHPHQW DX ERLWLHU /H UHV
enavDO G-XQ UpJXODWHXU GH WHQVLRQ HW QH VHUD SDV
étude. Nous allons donc uniquement étudier , ici, OHV SDUDPgWUHV GH O-DQ
Cet anneau est inductif et résistif avec un ordre de grandeur de 1 Ohm par
millimétre . /D UpV LV W Lieal pst@ripor@ant2 comparée aux parametres
de UpVLVWDQFH UHQFRQWUpPV SUpFpGHPPHQW /HV UpVHDX|
de la puce ont également une capacité par rapport au plan de masse parfait du
banc de test.

/IRUVTXH O-RQ HIIHFWXH @hDnodéld® sinpsi/ LcRR® aD Y HF
partir des ordres de grandeur déterminés précédemment, il apparait que le
mode commun se transforme de maniére significative en mode différentie |
autour de la centaine de MégaHHUW] 6L O-RQ FRPSDUH FH UpVXOWDYV
stress FTBnousdémontrons TX - XQH W H O O HitFRoQetohunvih VRer3 le

mode différentiel , se produit lorsque le microcontrdleur est soumis au test FTB.

4 Conclusion

/ID SHUWXUEDWLRQ )7% HVW DSSOLTXpH HQ PRGH FRF
des microcontréleurs. Une telle perturbation ne peut pas perturber un circuit
électronique si elle ne se convertt SDV HQ VWUHVV GLIIpUHQWLHO /H Pp

telle transformation a été expliqué. Il a été démontré que, lors du test FTB, les
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conditions de la conversion du stress en mode commun vers le mode

différentiel sont réunies.

Chapitre 3 Methodes G-DQDO\VH GX
UpVHDX G-DOLPHQWDWLRAQ

1 /IH FRPSRUWHPHQW GX UpVHDX G:-D(

/ID UpSRQVH HQ PRGH GLIIpUHQWLHO G-XQ UpVHDX
composé de deux fils, a un stres de type FTB en mode commun, contient des
phénoménes de résonance facilement observable en simulation. Ces
phénomenes de résonance amplifient la conversion du stress en mode commun
vers le mode différentiel. La mesure étant extrémement difficile pendant un
stress FTB, comment peuton connaitre la réponse réelle du réseau

G-DOLPHQWDWLRQ
1.1 Mesure de la réponse impulsionnelle

Considérons la réponse au stress comme étant la réponse
impulsionnelle du réseau, dans la plage de fréquence excitée par le stresst le
réseau comme étant linéaire et invariant. Il est donc également possible de
EDOD\HU OH VSHFWUH GH IUpTXHQFH DYHF XQH VLQXVRw
mesurer, pour chaque fréquence, OD YDOHXU GH O-DPSOLWXGH HQ VRU
des deux permet de connaitre la réponse impulsionnelle. En revanche, dans le
FDV G- XQ PLFURFRQWU{OHXU OD VRUWLH pWDQW O:-DO|
VLOLFLXP j O-LQWpULHXU GX ERLWLHU HOOH HVW LQDFFF
/ID UpVRQDQFH G-XQ FLUFXLW 5/& FRUUHMMSRQG j XQ
courant. Ainsi elle correspond également a un pic de rayonnement

électromagnétique. Or, il existe des outils, utilisés dans le domaine de la CEM,
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TXL SHUPHWWHQW GH PHVXUHU OH UD\RQQHPHQW p
microcontréleur. De cette maniere,ileVW SRVVLEOH G-REVHUYHU XQH L
UpSRQVH LPSXOVLRQQHOOH GX H@ Ve H{FGWDILW HDQYWFW KX

sinusoide et en mesurant son rayonnement électromagnétique.

2 OpWKRGHV G-DQDO\VH GH UpVRQDQ

2.1 Analyse de résonance globale

'"HX[ PPWKRGHV GXOQPVHBX G-DOLPHQWDWLRQ RQW pV
en partant du principe décrit ci -dessus. Pour ces deux méthodes, unecellule
TEM est utilisée pour mesurer le champ électromagnétique émis par le réseau
G-DOLPHQWDWLRQ ORUVTX: -LO HVsikusdideLW pn@yBdur XQ JpQpUL
de spectre mesure la sortie de lacellule TEM.

La premiere méthode consiste a injecter la sinusoide en mode
GLIlTpPUHQWLHO HQWUH OD PDVVH HW O-DOLPHQWDWLRQ
proche du banc de test FTB, mais elle perméVN G - X W L&IlueHTBM Q&

PDQLqUH QRUPDOH &HWWH PpWKRGH SHUPHW G-H[WUDLU
microcontroleur.

8QH GHX[LgPH PpWKRGH SHUPHW G:-LQMHFWHU OH VL1
VXU O-DOLPHQWDWLRQ HW OD PDVVH GX PLFURFRQWU{OH
de la cellule TEM par une entretoise. La cellule TEM mesure donc le champ
électrigue de mode commun qui vient perturber la mesure. Malgré cela, cette

méthode reste plus proche de la configuration du test FTB.
2.2 Analyse de résonance locale

Les deux méthodes précédemment décrites mesurent le champ émis
SDU OH UpVHDX G-DOLPHQWDWLRQ GH RBQ@L- PP AIDWREKEDOBH
VRLW KRPRJgQH GDQV OH UpV HERXp@GEvVS it WD WLRQ 2U
simulant un simple réseau RLC avec plusieurs étages en cascade que

O-DPSOLWXGH GLIIgUH j FKDTXH MRQFWLRQ /IH UpVE
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microcontroleur étant bien pus FRPSOH[H GHX[ DXWUHV PpWKRGHV G-

pWp GpYHORSSpHVY SRXU PHVXUHU O-DPSOLWXGH ORFDOH
/ - X Qdite par émission conduite, utilise un banc de mesure existant de

la CEM [36] pour mesure U O-DPSOLWXGH GH OD YDULDWLRQ GH WH

OD SXFH /HV HQWUpHVY VRUWLHY FRQQHFWpHV OH ORQ

LOQWHUQH VRQW XWLOLVpHV HQ VRUWDLHofdque@QuiG-REVHUYH

HVW j O-LPDJH GH O-D O LitHD® veéte\manR(R, iHedt possiDleIIR

dresser, autour de la puce, XQH FDUWRJUDSKLH GH O-DPSOLWXGH GF

O-DOLPHQWDWLRQ /D PrPH FKRVH SHXW rWUH IDLWH DYHI
/| -DXWUH PpWKRGH XWLOLVH XQ EDQF GH PHVXUH G

cartograp KLHU OH FKDPS pPLV SDU OH UpVHDX G:-DOLPHQWDW

électrique ou magnétique est déplacée audessus du microcontréleur grace a

une table numérique. Dans le méme temps, une sinusoide est appliquéesur son

alimentation. De cette maniére, il eVW SRVVLEOH G-pWDEOLU XQH FDU

champ émis par la puce.
2.3 Circuit de mesure embarqué

Une derniére méthode completement différente a été abordée durant ce
WuDYDLO GH WKgVH ,0 V:-DJLW G:-XQ FLUFXLW GH PHVX
mesurer sa propre alimentation et est suffisamment rapide pour capturer des
tempsde montéte GH O-RUGUH GH TXHOTXHYV QDQRVHFRQGHV 6RC
sur puce de test en technologie 40nm. Ce circuit étant embarqué, il nécessite de
créer des microcontréleurs embarquant cette solution. Nous avons préféré nous

focaliser sur les méthodes non intrusives décrites précédemment.

3 Conclusion
Quatre méthodes G-DQDO\WH GX UpVHDX G-DOLPHQWDW
développées dans ce chapitre. Chacungpossedeses avantages et inconveniens.

Ces outils sont également complémentaires les uns des autres. Ainsi il est
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possible de choisir la méthode approprié a nos besoins selon la précision, le
cooW RX OD GLIILFXOWp GH PLVH HQ +XYUH

Chapitre 4 Application a
O -DPpOLRUDWLRQ GH OD UF

perspectives

&H GHUQLHU FKDSLWUH HVW GHVWLQp j PRQWUHU O -
sur la compréhension des mécanismes du test FTB et sur les ouvertures pour

améliorer la robustesse des produits.

1 La modification des parametres extérieurs du
U p V H DIidhe@Gtation change le seuil de

robustesse

Sur deux microcontrdleurs, CHIP1 et CHIP2, différents mais tres
proches entermes de conception et suivant le méme flot de fabrication, nous
DYRQV PRGLILp FHUWDLQHY SDUWLHY GX Updaub X G-DOLPI

silicium.
1.1 Des résultats contradictoires

,O V.-DYqUH TX-XQH PrPH PRGLILFDWLRQ GDQV OHV G
OHV VHXLOV GH UREXVWHVVH GDQV OH PrPH VHQV (Q HIIF
O-DMRXW G:-XQ SODQ GH PDVVH | Oslegg®VquICHPXest GX ERLWL
améliorece, DORUV TX-HOOH HVW GpJUDGpH SRXU OH &+,3 'HY
SODQ GH PDVVH HQ WDQW TXH SLVWH @Estbdhgd@ieRUDWLRQ

comme impossible car trop aléatoire.
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1.2 Retrouver la cohérence grace aux outils G-DQDO\VH

Maintenant, lorsque nous regardons OH UpVXOWDW GH O-DQDO
résonance global en mode différentiel, nous nous apercevonsque dans les deux
cas, la premiére résonance est décalée vers les hautes fréquencesiand nous
ajoutons un plan de masse dns le boiWLHU /HV RXWLOV G:-DQDO\V
FRPSUpKHQVLRQ GH O:-LPSRUWDQFH GHV SKpQRPgQHYV
conversion du stress du mode commun vers le mode différentiel permettent de

donner une cohérence entre les deux cas.
1.3 'pPWHUPLQDWLRQ G-®@4de]RQH GH ID

6L O-RQ SRXVVH O:-DQDO\WH SOXV ORLQ HW TXH O.

fréquence de résonance de chacun des microcontréleurs de différentes manieres
PRGLILFDWLRQ GX QR P EUrhbdicdlicn ldp PCBWtRIMHORIE)),

nous nous apercevons que pour chaque modification de la fréquence de
UpVRQDQFH LO \ D XQ VHXLO GH UREXVWHVVH GLIIpUHQW
UpVXOWDWY G:-DQDO\VH GH UpVR QdsybynSagp&&iteF XQH GHYV
une zone fréquentielle de faiblesse. En effet, il ya une bande de fréquence dans
laguelle une résonance donne un seuil de robustesse plus bas. Lorsque la
SUHPLgUH ITUpTXHQFH GH UpVRQDQFH V-pORLJQH GH OD ]
robustesse remonte.

6L O-RQ UHcéad 8uQn BeXmasse dans le bdier appliqué au
&+,3 HW DX &+,3 O-DMRXW GX SODQ GH PDVVH VXU &+,3
de sa zone de faiblesseet améliore ainsi ses résultats C-HVW O:-LQYHUVH SRXU

CHIP2. Ainsi, lesrésultats semblaient contradictoire s.

2 Conclusion

Ce travail de these a permis G - R E Wé$@lEsJpour comprendre les
mécanismes de propagation du stress FTB. Cette compréhension a permis de

IRXUQLU GHV RXWLOV G-DQDO\WH GX UpVHDX G:-DOLPHQ
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G-DQDO\WH D pWp H[SORLWp GDQVe Frbuve hineQlistd U FKDSLW!
G-DPpOLRUDWLRQ GH OD UREXVWHVVH G- XQ PLFURFRQWU{
zone de faiblesse fréquentielle. Cependant, tout le potentiel de ce travail de

WKqVH Q-D SDV HQFRUH pWp H[SORLWp
3 Perspectives

Les autres outils développés dans le troisieme chapitre ont été validés,
mais non H[SORLWpV j GHV ILQV G-DPpOLRUDWLRQ GHV F
SRXUUDLHQW rWUH XWLOLVpVY SDU H[HPSOH SRXU pWDE
défaillances.

/- pWXGH PHQpH GDQV OH GUHRIQL KU L BKIISN. MW UM UDXSHH |
de faiblesse fréquentielle. Actuellement, aucun moyen de placer la premiére
UpVRQDQFH KRUV GH FHWWH JRQH GH PDQLqUH SUpYLVLE(

/ID PRGPOLVDWLRQ GX UpVHDX-pGMDOSHPEB WRWERGW L
pourrait égalem HQW rWUH G-XQ JUDQG LQWpUrWwW SRXU FUpHU
robustes. En effet, ceci permettrait de simuler les circuits, en y appliquant un
modele de stress FTB et ainsi faire des circuits robustes, ou ben de créer des

versions de bottier évitant une ré sonance dans la zone de faiblesse.
Conclusion générale

A travers ces 4 chapitres, cetravail de thése donne les clés pour
comprendre et analyser les défaillancesdes microcontrdleurs au test FTB. Alors
que les perturbations en mode commun pouvaient sembler inoffensives, leur
transformation en mode différentiele SDU OH UpVHDX Ge®@idPHQWDWLR
dangereuses. En effet, les éléments parasites du réseau tel queles résistances,
les inductances, et les capacités introduisent une dissymétrie entre le potetiel
GH UplpUHQFH HW @ speaottePfidquanitizMVde R Qerturbation rend

egalement cette transformation significative .
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/IH UpVHDX G D @dsRuni1@3aaD RLC Rdplexe résonnant. Cette
particularité a été exploitée afin de développerdeso XWLOV G dBciBseay H
&HV PpWKRGHV XWLOLVHQW OH UD\RQQHPHQW pOHFWURP
extraire son spectre de résonance.

Les outils développés dans ce travail de thése ont ensuite été utilisés
DILQ G-DPpOLRUHU OD URBXWWBHWXHVGH® PLEWRFRRQWUp
SRVVLEOH G:-DPpOLRUHU OHV SHUIRUPDQFHV G-XQ PLF
modification de son boitier , ou du PCB sur lequel il est implémenté, et ce, grace
au spectre de résonance.

Ceci est seulement un exemple de ce qui put étre réalisé grace a ces
travaux. Un large champ de perspective est ouvert, que ce soit en termes
G-LQYHVWLIJDWLRQ RX G-DPpOLRUDWLRQ GHV SURGXLWYV
SRXU pODERUHU XQ PRGHO DILQ G-HIITHFWXHU GHV VLPXOI
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Etude et modélisation des perturbations produites au sein des
microcontréleurs STM32 soumis a des stress en impulsion

La fiabilité des microcontrleurs est cruciale compte tenu de leur utilisation
massivelans de nombreux domaines, surtout dans des environnemeness®ece

fait, larobustesse aux perturbations électromagnétiques, en particulier a propos
deslimentations, est un axe de développement majeur, que ce soit pour acquérir
unavantage comparatif sur le marché, ou simplement pour assurer la sécurighgés bi

des personnes. En ce sens, nous avons étudié le test de ces circuits soumis a
desagressions transitoires rapides en salve définies par la norme IEC-44000
Lesmécanismes spécifiques de propagation de la perturbation en mode commig sont
en &idence, ainsi que leur conversion en mode différentiel. Plusieurs métleodes
mesure, dont certaines originales, ont été développées pour validepmeéttsion,

ainsi que les modes de propagation. Sur cette base, le résdiatrigion des
alimentatons a été particulierement étudié et son influence soiolstesse du circuit a

été mise en évidence. Enfin, cette these ouvre de nopeapectives @imélioration

de la robustesse des microcontréleurs et des cirtiéiggés en général, pour ceey

d figression, et donc de leur fiabilité.

Study and modelling of the disturbances produced within the
STM32 microcontrollers under pulsed stresses

The reliability of the microcontrollers is crucial considering their massive use
innumerous domains, especially in severe environments. Therefore, the robugtieess in
electromagnetic disturbances, in particuiar the power supply network, isrejor
development, whether it is to acquire a comparative advantage on the onaikep)y

to assure the goods and people safety. Therefore, we studied fhaRsisht Burst test

of integrated circuits, as defined bpe IEC 610084-4 standardhe specific
propagation mechanisms of the disturbance in common moaliglarghted, as well as
their conversion in differential mode. Several measuremeitsods, among which
certain novel, were developed to validate troswersion, asell as the propagation
modes. Based on this, the power distribution networkpamisularly studied and its
influence on the robustness of the circuit gklighted. Finally, this work opens new
perspectives of improvement of th&roconrollers{robustness, for this kind of
aggression, and thus their reliability.
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